Dialzgic.

Dialogic® Vision™ Signaling Server

Administration Manual

October 2011 64-0407-03

www.dialogic.com



Copyright and legal notice

Copyright © 2009-2011 Dialogic Inc. All Rights Reserved. You may not reproduce this document in whole or in part
without permission in writing from Dialogic Inc. at the address provided below.

All contents of this document are furnished for informational use only and are subject to change without notice and
do not represent a commitment on the part of Dialogic Inc. and its affiliates or subsidiaries (“Dialogic”). Reasonable
effort is made to ensure the accuracy of the information contained in the document. However, Dialogic does not
warrant the accuracy of this information and cannot accept responsibility for errors, inaccuracies or omissions that
may be contained in this document.

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH DIALOGIC® PRODUCTS. NO LICENSE,
EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY
THIS DOCUMENT. EXCEPT AS PROVIDED IN A SIGNED AGREEMENT BETWEEN YOU AND DIALOGIC, DIALOGIC
ASSUMES NO LIABILITY WHATSOEVER, AND DIALOGIC DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY,
RELATING TO SALE AND/OR USE OF DIALOGIC PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO
FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY INTELLECTUAL PROPERTY
RIGHT OF A THIRD PARTY.

Dialogic products are not intended for use in certain safety-affecting situations. Please
see www.dialogic.com/company/terms-of-use.aspx for more details.

Due to differing national regulations and approval requirements, certain Dialogic products may be suitable for use
only in specific countries, and thus may not function properly in other countries. You are responsible for ensuring
that your use of such products occurs only in the countries where such use is suitable. For information on specific
products, contact Dialogic Inc. at the address indicated below or on the web at www.dialogic.com.

It is possible that the use or implementation of any one of the concepts, applications, or ideas described in this
document, in marketing collateral produced by or on web pages maintained by Dialogic may infringe one or more
patents or other intellectual property rights owned by third parties. Dialogic does not provide any intellectual
property licenses with the sale of Dialogic products other than a license to use such product in accordance with
intellectual property owned or validly licensed by Dialogic and no such licenses are provided except pursuant to a
signed agreement with Dialogic. More detailed information about such intellectual property is available from
Dialogic’s legal department at 1504 McCarthy Boulevard, Milpitas, California 95035-7405 USA. Dialogic
encourages all users of its products to procure all necessary intellectual property licenses required to
implement any concepts or applications and does not condone or encourage any intellectual property
infringement and disclaims any responsibility related thereto. These intellectual property licenses may
differ from country to country and it is the responsibility of those who develop the concepts or
applications to be aware of and comply with different national license requirements.

Dialogic, Dialogic Pro, Dialogic Blue, Veraz, Brooktrout, Diva, Diva ISDN, Making Innovation Thrive, Video is the
New Voice, VisionVideo, DiaStar, Cantata, TruFax, SwitchKit, SnowShore, Eicon, Eiconcard, NMS Communications,
NMS (stylized), SIPcontrol, Exnet, EXS, Vision, PowerMedia, PacketMedia, BorderNet, inCloud9, I-Gate,
ControlSwitch, NaturalAccess, NaturalCallControl, NaturalConference, NaturalFax and Shiva, among others as well
as related logos, are either registered trademarks or trademarks of Dialogic Inc. and its affiliates or subsidiaries.
Dialogic's trademarks may be used publicly only with permission from Dialogic. Such permission may only be
granted by Dialogic’s legal department at 1504 McCarthy Boulevard, Milpitas, California 95035-7405 USA. Any
authorized use of Dialogic's trademarks will be subject to full respect of the trademark guidelines published by
Dialogic from time to time and any use of Dialogic’s trademarks requires proper acknowledgement.

The names of actual companies and products mentioned herein are the trademarks of their respective owners.

This document discusses one or more open source products, systems and/or releases. Dialogic is not responsible
for your decision to use open source in connection with Dialogic products (including without limitation those
referred to herein), nor is Dialogic responsible for any present or future effects such usage might have, including
without limitation effects on your products, your business, or your intellectual property rights.

Any use case(s) shown and/or described herein represent one or more examples of the various ways, scenarios or
environments in which Dialogic® products can be used. Such use case(s) are non-limiting and do not represent
recommendations of Dialogic as to whether or how to use Dialogic products.


http://www.dialogic.com/company/terms-of-use.aspx
http://www.dialogic.com/

Revision history

Revision Release date Notes

64-0407-03 Rev A October 2011 BK, Dialogic® Vision™ 1000 Video Gateway 5.2
and Dialogic® Vision™ 1000 Programmable
Media Platform 5.2

64-0407-02 Rev B December 2009 BK, Dialogic® Vision™ CX Video Gateway 4.2
and Dialogic® Vision™ VX Integrated Media
Platform 4.2

64-0407-02 Rev A August 2009 BK, Dialogic® Vision™ CX Video Gateway 4.2
and Dialogic® Vision™ VX Integrated Media
Platform 4.2

64-0407-01 Rev A June 2009 DEH/BK, Dialogic® Vision™ CX Video Gateway
4.1 and Dialogic® Vision™ VX Integrated Media
Platform 4.1

Last modified: 2011-10-19

Refer to www.dialogic.com for product updates and for information about support policies,
warranty coverage, and service offerings.


http://www.dialogic.com/

Table Of Contents

1. 3 1 o o [T ot o T Y 7
2. Overview of the Dialogic® Vision™ Signaling Server .....cccvcrimvrmsersmsasnnsasnnes 8
] Lo =1 T a Lo ST =T V=] o V=T oY/ =1 PP 8
Standalone deploymMENt .. ... e 8
Redundant deployment ... e 8
SUPPOrted SS7 StaNardS ...c.viue i 10
Related docUumMENtation ...o.viiiii i 11
3. Configuring the Signaling Server .....cccicieriirinis s s s s s s s sasnnnass 12
Overview of configuring the Signaling Server ......coviiiiiii s 12
TDM configuration file (TXCFGL.EXE) cvnie i e 12

IP configuration file (IPCfgLl.tXE) c.orieie i 12
SS7 configuration file (ss7_config_default.xml) .....cooiiiiiii e 13
Configuring the Signaling SeIVEr ...t e ae e aees 13
Configuring the server in @ TDM NetWOIrK ......iiiiiiiiii e neaaeas 13
Configuring the server in @ SIGTRAN SS7 NEIWOIK.....civiiiiiiiiiiii i aeraaaens 14
Reconfiguring the Signaling SeIVer .....ccuiiiiiii e ae e e 15
Reconfiguring @ standalone SEIVEL ...t e 15
Reconfiguring @ redundant SErVer Pail....c.o.veieiiieiiiiiieeie e erae e eeaeaaes 15

4. Configuring the physical interface for TDM ......cccciiciicmic i srsr v v s s s s nas 17
Overview of configuring the physical interface for TDM.....ccoviiiiiiiiiiiciic e 17
Mapping trunk timeslots t0 SS7 POItS. ..t e 17
5. Configuring the TDM SS7 NetworkK .....cccvcviiimimi s i sr s s s s ssnssnssnnsannas 18
Overview of configuring the TDM SS7 network ......ooiiiiiii e 18
SS7 CONfIGUIAtioN LY PES v 18
Redundant direct-connected configuration ........ccooiiiiiiiiiiii 18
Redundant STP-connected configuration.........cociiiiiiiiii i e 19
Standalone direct-connected configuration.......c.ccoiiiiiiiiiiii 19
Standalone STP-connected configuration .......cccciiiiiiiiiii i e 20

6. Managing the Signaling Server NetworK ......ccciccvimismsmsssmsssms s s s ssannas 21
Overview of managing the Signaling Server Nnetwork.......ccoiiiiiiiiiiiiic 21
Obtaining general information about @ Server......coo i 21
Determining which Signaling Server is active .....cociiiiiiiiiiii i e 21
Using the command line interface ... 22
LU= T S 1N 1 22
Switching control from an active to a backup Server ... 22
Taking a Signaling Server OUt Of SEIVICE ..ouviiii i e r e e 23
Stopping a standalone Signaling SerVer.....ccviiiiiiiii i 23
Stopping a Signaling Server in a redundant Pair .......ccviviiiiiii i 24
Obtaining general information about @ process.......ccviiiiiiiiii i 24
Processes on the Signaling Server ..o e 24
Managing MTP links and [INKSEES......uiuiiiiii i e e e arr e e eanes 25
Enabling or disabling @ liNK ... e 26
Inhibiting or uninhibiting @ lINK ... e 26
Obtaining status information for @ liNK.........c..cooii e 27
Obtaining status information for a linkset ...... ..o 28
Obtaining statistical information for a link........c.cooiiii e 29
Obtaining statistical information for a linkset.........c.oooiiii 30
StoppIiNg OF reStartiNg PrOCESSES ..uuuiiiii it ei e s s e s e raneran e raneraneranesaneraneranrraneannens 30



Table Of Contents

Managing SS7 circuits and CirCUIL groUPS ... .uieieie e e e 30
Blocking or unblocking @ CIrCUIL .. .ne e e e ee e 31
Blocking or unblocking @ CirCUIL GroUP «....oeieie i e eee s 32
LYl ] T = T o ol | S 33
Resetting @ CiFCUIL GrOUP . ..ueiiiiiii it s s s r s r s r i nrn s e aaes 33
Obtaining status information for @ CirCUIt ........ccoiiiiii e 34

Obtaining general information about @ route ... 35
Obtaining route information using the command line interface ............ccveviiiiiiinnne, 35
Obtaining route information USING SNMP ... e 35

Tracing SS7 data PacKetS ... 36
L] e TS o o= o< 36
SaAMPIE QUEPUL e e 36

7. Troubleshooting SS7 network problems ........c.ccccimirmirnirrerss s 39

General techniques for troubleshooting SS7 network problems..........c.cooviiiiiiiiiicinns 39
Verifying the Signaling Server trunk status ......ccoiiiiii s 39
Verifying the Signaling Server lINK Status......c..voiiiiii i 39
Using the Signaling Server 10g file ..o e 39

COMMON SS7 NEEWOIK 1SS UES vttt ittt ettt e e e e e e e e e aaeaaeaaeans 40
Link fails to align @t layer 2 ..o e 40
Link aligns but does not become active ......ciiiiiiiiiiii i 41
Link toggles in and oUt Of SEIVICE....iiiiiiii i e 41
ISUP circuits remain blocked after application starts ........coooviiiiiiiiic e, 42

8. ss7 command line iNterface .....ccicverirrieraiereiese s s s s s s ssasassanassasassnsannanans 44

Using the SS7 command line interface (SS7Cli) vuvviiiiiiiiiiiii e 44

Sy 4w el anl ant=Talo B0 ] 0 0] g aT=1 V2 44
Link and linkset COMMaNAS .....viieiieiiiiiii s r s s n s r s n e s e aess 45
(e TU =T o 0 o 0 1= Vo £ 46
Circuit and circuit group COMMANAS ....iiiiiiiiiii i s 47
Y =T V7= oo o oo o =1 T <P 47

SS7Cli SIGTRAN COMMIANA SUMIMIAIY cutiiiiite it a e a e e aeaaeaanes 48
110 AN 1= 1Y =T 48
Y O I 2 1= 1= o R 49

£ =L 1 PP 50

L] 0= = 0 1 11 51

L] 0= = 01 o 52

L] 0= = 0 1 53

LS o= | ot o o 54

LS o= Lot =71 o S 54

LS o= L =T 1 o 55

L] 0= 8= 7 o T o 55

L] o= L8 e ol | 56

£ = LU= 1P 58

SEATUS lINKS L .t e 60

L] o= L8 o 1 - 61

LSy L B[ 0 g1 T U 1= TT= ] o 1 61

LS 0= LB [ =T o 62

L1 Lo 0 L= ] U o 62

LS 0= 10 =] o f o J 64

SEATUS SCES A 1 e 64

LYo Lo 0 L] = Y= 64

L0 2r= [0 = U o P 65

L= [0 101G 1= P 66



Dialogic® Vision™ Signaling Server Administration Manual

A0 TN 1 67
L0112 10 ST f o 67
9. SS7 configuration file parameters........cciciiiiis s s s 69
Using the ss7_config_default.xml file ... e 69
Structure of the ss7_config_default.xml file for a TDM configuration ........................ 69
Structure of the ss7_config_default.xml file for a SIGTRAN configuration................... 70
I 0 1= = 1 1= = 71
MTP general ParamEterS .. ittt e e e 72
MTP Network Service Access Point (NSAP) parameters ......ccvvveviiiiiiiiiiiiieieieieeeneenes 75
NI e [T a1 Qo = [ = g =] =] PP 76
MTP liNKSEt ParamEters ... v et 82
NI 0T U 0 =Y r= i = T 84
NG 1 N o= = o g < =T o= 86
LU =] g T 1 1C 1N 86
General M3UA configuration ... o 88
NetWOork CONfigUIatioN ...vei e e e r e e e e eaaes 90
NSAP CONfIGUIATION «.ueeit ittt e e e e e e e e e aneaeans 91
SCT SAP CONfIGUIatiON et e e e e e es 92
Peer signaling process CoNfiguration.......ccouiiiiiiiiiiiii i aeaaes 92
Peer server CoONfigUIation ......o.viriii e e 94
Routing entry Configuration........oiieiii i e 94

Y O I e o = =] £ 1 1= == PP 95
O < LT or= | Y GO I 95

Y O I U 1] o= Y Y = R 97
SCT LOWEE SAP (TS AP ) 1ttt e e 98
IS U] o o 1= o= [ g =] PP 99
ISUP general paramelers . ..o 99
ISUP CirCUIt groUp ParamelerS. ...t r e e aaneaaneas 103
ISUP User Service Access Point (USAP) parameters .....cvvieiiiiiiiiiiiiii i inienaaens 106
ISUP Network Service Access Point (NSAP) parameters ....cccvvviiiiiiiiiiiiiiiienanens 108
OIS s T L= 1 g == R 109
0 TR - o T T o 111
3 R 5 T = 117



1. Introduction

The Dialogic® Vision™ Signaling Server Administration Manual provides information about
configuring and managing a Dialogic® Vision™ Signaling Server (also referred to as
"Signaling Server" in this document).

This manual supplements the Dialogic® Vision™ 1000 Video Gateway Administration Manual
and the Dialogic® Vision™ 1000 Programmable Media Platform User's Manual. It assumes
that you have already read one of these manuals before using this one.

This manual also assumes that you are familiar with UNIX and SS7.

Note: Product names have been changed. The table below indicates terminology that was
formerly associated with the products, as well as the new terminology by which the
products are now known.

Former terminology Current terminology
Dialogic® Vision™ CX Video Gateway Dialogic® Vision™ 1000 Video Gateway

Dialogic® Vision™ VX Integrated Dialogic® Vision™ 1000 Programmable Media
Media Platform Platform

The term "Vision Server" is used in this document to refer collectively to the Dialogic®
Vision™ 1000 Video Gateway and the Dialogic® Vision™ 1000 Programmable Media
Platform.



2. Overview of the Dialogic® Vision™ Signaling
Server

Signaling Server overview

The Signaling Server provides an interface to the SS7 network for the Dialogic® Vision™
1000 Video Gateway and the Dialogic® Vision™ 1000 Programmable Media Platform. The
Signaling Server can be configured to transport ISUP or BICC traffic over either MTP or
SIGTRAN, and it supports the signaling protocol (MTP, SIGTRAN, ISUP, ANSI BICC, and ITU
BICC) used in fixed line and wireless networks.

The Signaling Server has the following features:
e Operates in standalone or redundant configurations.
e Supports multiple gateway clients for scalable deployments.

e Supports up to four digital trunks per server, with software configurable for T1 or E1
operation.

e Supports up to 32 signaling links per node.

e Supports up to 16,384 ISUP circuits.

e Supports ANSI BICC and ITU BICC as an ISUP variant.

e In a SIGTRAN configuration, supports 256 SCTP associations.
e In a SIGTRAN configuration, can be an ASP or IPSP node.

Standalone deployment

In a standalone deployment, a single Signaling Server represents an entire signaling point
with its own point code. The Signaling Server either terminates all signaling links (in a TDM
configuration) or establishes SCTP associations (in a SIGTRAN configuration). The server
provides signaling for one or more gateways.

The Signaling Server contains extensive fault detection, isolation, and recovery capabilities.
A standalone server, however, may require a service outage to repair or reconfigure
components. This type of deployment might not be suitable for applications with strict
availability requirements.

Redundant deployment

For high availability applications, Signaling Servers are deployed in redundant, mated pairs,
using the Dialogic redundant SS7 technology. In redundant configurations, a pair of
Signaling Servers represents a single signaling point, sharing a single point code.

Redundant server pairs have the following characteristics:

e At any point in time, one of the servers functions as the primary server and the other
functions as the backup server. The servers negotiate the primary/backup roles
between themselves at boot time. No operator intervention is required.

e In a TDM configuration, signaling links are spread between both servers. Links on
both servers are active, and they fully load-share all traffic to and from the signaling
point. All traffic from signaling links terminating on the backup server is backhauled
over a private Ethernet link to the primary server for routing and distribution.
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e In a SIGTRAN configuration, there are separate SCTP associations from primary and
backup to the far endpoint. The association between the primary and far endpoint
are active and there is no load-sharing of traffic.

e During operation, the primary server communicates network state information to the
backup server. The backup is immediately ready to take over in case of a failure of
the primary server or on operator command.

Each of the Vision Servers transparently connects with the Signaling Server pairs.

The following illustration shows how a redundant, mated pair of Signaling Servers work
together to control signaling:

Vision Server

Signaling Sigraling Server
UP———  board [primary)

El - -

557 access

Signaling Signaling Server
TSLIP. (badkup)
E1l
Call Server

For identification purposes, one server in a mated pair is designated as the SS701 server
and the other is designated as the SS702 server at installation time. This can be either the
actual host name of the server or an alias host name. Each client machine must be able to
resolve the SS701 and SS702 aliases into the IP addresses of the servers, either through
DNS or through local configuration of the client machine.

The SS701 and SS702 aliases do not determine the primary or backup roles of each server.
The first server in a mated pair to boot and initialize itself successfully becomes the primary
server. The first server remains the primary server either until it fails or until an operator
manually requests a switch-over.
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Supported SS7 standards

The layers in the Signaling Server comply with the following SS7 standards:

Layer

MTP

ISUP

SIGTRAN

BICC

10

Standards

ETS 300-008-1, 300-308-2, ETSI, 1997
GF001-9001 (SS7 for National Telephone Network of China)
Q.701-702, ITU-T, 1992

Q.703-704, ITU-T, 1996

Q.707, ITU-T, 1992

Q.781-782, ITU-T, 1996

T1.111, 234, ANSI, 1992

TTC 13-90.10 (future)

NTT Q.701-704, Q.707 (future)
GR-246-CORE

GR-606-CORE

China ISUP

EN 300-356-1, ETSI ISUP V.3, 1998
ETS 300-121, ETSI ISUP V.1, 1992
ETS 300-356-1, ETSI ISUP V.2, 1995
ETS 300-356-33, ETSI

Q.730-737, ITU-T, 1992
Q.761-764, ITU-T, 1997

Q.767, ITU-T, 1992

Q.784, ITU-T, 1996-1997

T1.113, 236, ANSI, 1995

NTT Q.761-764 (future)

SCTP (RFC 2960) and M3UA (RFC 4666)

Q.1901, ITU-T, 2000
Q.1902-6, ITU-T, 2001
ANSI T1.673-2002[R2007]
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Related documentation

The following manuals provide information related to configuring and using the Signaling

Server:

Document

Dialogic® Vision™ 1000 Video
Gateway Administration Manual

Dialogic® Vision™ 1000
Programmable Media Platform
User's Manual

Dialogic® Vision™ SNMP
Reference Manual

Dialogic® NaturalAccess™
Signaling Software
Configuration Manual

Description

Describes how to configure and manage the
Dialogic® Vision™ 1000 Video Gateway.

Also describes how to use the Vision Console to
configure the Signaling Server.

Describes how to configure and manage the
Dialogic® Vision™ 1000 Programmable Media
Platform.

Also describes how to use the Vision Console to
configure the Signaling Server.

Describes the management information bases (MIBs)
and agents that support SNMP on the Vision Server.

Describes how to configure the SS7 board and bring
links into service.

11



3. Configuring the Signaling Server

Overview of configuring the Signaling Server

This document describes how to configure the Signaling Server manually. The manual
method is intended for advanced users and should be used in consultation with Dialogic
Services and Support.

Use the Vision Console to configure the Signaling Server, as this web-based tool is designed
to handle most configuration needs. Only use the manual method when the Vision Console
does not meet your configuration needs.

Note: Generating a configuration manually may render the configuration incompatible with
the Vision Console. Subsequent configuration tasks will need to be performed manually.

The Signaling Server network configuration is based on the following configuration files:

File name Description

txcfgl.txt TDM configuration file, which defines the physical
characteristics of the T1/E1 trunks. These characteristics
include framing, clocking, and signaling link timeslot
mappings.

The TDM file also contains configuration parameters for the
board interface or port number, including the IP addresses
used for redundancy.

ipcfgl.txt IP configuration file, which defines the board interface
configuration, IP address and gateway configuration
parameters for the SIGTRAN network connection.

ss7_config_default.xml | For TDM configurations, this configuration file defines the SS7
network configuration including signaling links, link sets,
routes, and circuit groups.

For SIGTRAN configurations, this file defines SCTP, M3UA, IP
configurations, and circuit groups.

TDM configuration file (txcfgl.txt)

The txcfgl.txt file is used to define the four trunk ports as T1 trunks (ESF framing format
and B8ZS line coding) or as E1 trunks (clear channel framing format and HDB3 line coding).
It also defines a communications port for use as an SS7 link.

The txcfgl.txt is generated by the Vision Console and resides in /opt/nmstx/etc/cx. For
more information about this file, see the Dialogic® NaturalAccess™ Signaling Software
Configuration Manual.

IP configuration file (ipcfgl.txt)

The ipcfgl.txt file is used to configure the TX board with explicit addressing information for
both Ethernets. This file contains commented-out examples for defining interfaces with
DHCP or for defining a redundant TX board mate. The sample IP configuration file shipped
with the Signaling Server presents the most common type of TX board use.

12
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The ipcfgl.txt file is generated by the Vision Console and resides in /opt/nmstx/etc/cx. For
more information about this file, see the Dialogic® NaturalAccess™ Signaling Software
Configuration Manual.

SS7 configuration file (ss7_config_default.xml)

The ss7_config_default.xml file is an XML-formatted file that specifies the SS7 network
configuration or SIGTRAN-specific configuration for the Signaling Server.

This file is generated by the Vision Console and resides in /opt/hs-
data/raid/nms_hearsay/cfg/oam.

Each Signaling Server is shipped with sample SS7 configuration files. These sample files
reside in /opt/hs-data/raid/nms_hearsay/cfg/oam/defs.

Note: In redundant configurations, both Signaling Servers use the identical
ss7_config_default.xml configuration file. You can copy the configuration file from one
server to the same location on the other server, rather than making identical edits to both
servers.

For information about the parameters in the ss7_config_default.xml file, see Using the
ss7_config_default.xml file.
Configuring the Signaling Server

Configure the Signaling Server before it is up and running. The configuration procedure
varies depending on the network:

e Configuring the Signaling Server in a TDM network
e Configuring the Signaling Server in a SIGTRAN SS7 network

Configuring the server in a TDM network

To manually configure the Signaling Server in a TDM network, perform the following steps:

Step @ Action For more information,
see...
1 Configure the SS7 physical interface, including Overview of configuring
T1/E1 trunks, clocking, signaling time slots, and the physical interface for
the IP configuration for SS7 redundancy. TDM and Dialogic®

NaturalAccess™ Signaling
Software Configuration

Manual.
2 Configure the SS7 network for the Signaling Overview of configuring
Server, including setting point codes and protocol the TDM SS7 network.

variants, and adding SS7 components such as
links, circuit groups, and destinations.

Only use one of the sample configuration files
provided in /opt/hs-
data/raid/nms_hearsay/cfg/oam/defs if the
ss7_config_default.xml file generated by the
Vision Console doesn't meet your needs.

13
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Step

Action

Restart all processes on the Signaling Server using
the Vision Console on the Services page of the
Operations menu.

Make backups of all SS7 configuration files, and
store them in a safe place.

If the server is part of a redundant pair, copy the
configuration file from the active Signaling Server
to the same location on the backup server.

If you plan to manage the Signaling Server with
SNMP, configure SNMP access rights and trap
destinations.

For more information,
see...

N/A

N/A

N/A

Dialogic® Vision™ SNMP
Reference Manual

Configuring the server in a SIGTRAN SS7 network

To manually configure the Signaling Server in a SIGTRAN SS7 network, perform the
following steps:

Step

14

Action

Configure the board's interface, IP address,
netmask, and gateway IP address, if needed for
SIGTRAN network connectivity.

Configure the SS7 network for the Signaling
Server, depending on SS7 ANSI or ITU network
connectivity.

Only use one of the sample configuration files
provided in /opt/hs-
data/raid/nms_hearsay/cfg/oam/defs if the
ss7_config_default.xml file generated by the
Vision Console doesn't meet your needs.

Restart all processes on the Signaling Server using
the Vision Console on the Services page of the
Operations menu.

Make backups of all SS7 configuration files, and
store them in a safe place.

If the server is part of a redundant pair, copy the
configuration file from the active Signaling Server
to the same location on the backup server.

For more information,
see...

Dialogic® NaturalAccess™
Signaling Software
Configuration Manual

Using the
ss7_config_default.xml file

N/A

N/A

N/A
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Step @ Action For more information,
see...
6 If you plan to manage the Signaling Server with Dialogic® Vision™ SNMP
SNMP, configure SNMP access rights and trap Reference Manual

destinations.

Reconfiguring the Signaling Server

This topic describes how to modify the Signaling Server configuration once the server is up
and running. The procedure differs depending on whether the server operates as a
standalone server, or in a redundant server pair.

Reconfiguring a standalone server

If the server is configured for standalone operation, use the procedure described in
Configuring the server in a TDM network or Configuring the server in a SIGTRAN SS7
network. This requires restarting Signaling Server processes, which results in a service
outage.

Reconfiguring a redundant server pair

For redundant Signaling Servers, use the following procedure to reconfigure the physical
interface or SS7 network configuration. This procedure allows for configuration changes
without a service outage.

Step @ Action For more information,
see...
1 Determine which server is the active server Determining which Signaling
and which is the backup server. Server is active.
2 For TDM configurations, determine which links Obtaining status information
terminate on the backup server. for a link.
3 For TDM configurations, if there are redundant Enabling or disabling a link.

paths to all destinations through links on both
servers, disable the links that terminate on the
backup server. This forces all traffic to links
that terminate on the active server with no
message loss.

If there is a link terminated on the backup
server that is the only path to a destination,
omit this step.

Note: Omitting this step can lead to message
loss when the Signaling Server is reloaded
with the new configuration (applies only to
TDM configurations).

15
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Step

10

11

16

Action

Make the necessary configuration changes to
the backup server depending on TDM or
SIGTRAN network connectivity.

Stop all processes on the backup server.

Restart all processes on the backup server
using the Vision Console on the Services page
of the Operations menu.

Use FTP to make backups of all SS7
configuration files, and store them in a safe
place.

For TDM configurations, on the primary server,
enable the backup server's signaling links that
were disabled in Step 2, if any.

On either server, request a server switchover
to make the newly re-configured server the
primary Signaling Server.

Copy the configuration file from the active
Signaling Server to the same location on the
backup server.

Repeat Steps 5 - 8 for the new backup server
in the mated-pair to make the new
configuration active.

For more information,
see...

Overview of configuring the
physical interface for TDM.

Overview of configuring the
TDM SS7 network.

N/A

N/A

N/A

Enabling or disabling a link.

Switching control from an
active to a backup server.

Dialogic® NaturalAccess™
Signaling Software
Configuration Manual

N/A



4. Configuring the physical interface for TDM

Overview of configuring the physical interface for TDM

The Signaling Server physical interface includes T1/E1 trunks, clocking, and signaling
timeslots. Configure this interface by editing the TDM configuration file (txcfg1.txt), which
resides in /opt/nmstx/etc/cx.

This section discusses the following topic:
e Mapping trunk timeslots to SS7 ports

For more information about other configuration tasks related to the TDM physical interface,
see the Dialogic® NaturalAccess™ Signaling Software Configuration Manual.

Mapping trunk timeslots to SS7 ports

The txcfgl.txt port command defines a full-duplex connection between the Signaling Server
communication controller and a remote SS7 connection over one of the server's T1/E1
trunks. The mapping between an SS7 MTP link number and the Signaling Server's
trunk/timeslot is created by:

e Specifying a port number in a link configuration block in the SS7 configuration file
(ss7_config_default.xml) as

<PortNumber>n</PortNumber>

e Mapping the port number n to a T1/E1 trunk/timeslot with a port command in the
txcfgl.txt file.

The Signaling Server supports up to 32 low speed (64/56/48 kbps) SS7 ports or up to four
high speed (2.048/1.544 Mbps) SS7 ports, subject to restrictions imposed by the license
purchased for the Signaling Server. High speed links and low speed links cannot be mixed
on the same Signaling Server.
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Overview of configuring the TDM SS7 network

The Signaling Server SS7 network includes the MTP and ISUP layers. Configure these layers
by editing the ss7_config_default.xml file in /opt/hs-data/raid/nms_hearsay/cfg/oam. Or
choose one of the sample configuration files that most closely matches the desired network
configuration. The sample configuration files reside in /opt/hs-
data/raid/nms_hearsay/cfg/oam/defs.

In redundant server configurations, the SS7 configuration files must be identical for both
servers.

This section contains the following topic:
e SS7 configuration types

For information about the elements and attributes in the ss7_config_default.xml file, see
Using the ss7_config_default.xml file.

SS7 configuration types

The Signaling Server has eight sample SS7 configuration files to use as a starting point for
configuring the SS7 MTP and ISUP layers. The sample configuration files can create the
following types of configurations:

e Redundant direct-connected
e Redundant STP-connected
e Standalone direct-connected
e Standalone STP-connected

Redundant direct-connected configuration

The Signaling Server has two configuration files that create a redundant direct-connected
configuration:

e ss7 ansi_dir_cfg.xml, for ANSI networks
e ss7 jtu_dir_cfg.xml, for ITU networks
These configuration files create an SS7 network with the following characteristics:
¢ Single link set that contains one link for each server in the redundant pair.
e The links in the link set connect directly to an SS7 service switching point (SSP).
e Four circuit groups terminate at the same SSP.
The following illustration shows the redundant direct-connected configuration:
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Redundant STP-connected configuration
The Signaling Server has two configuration files that create a redundant STP-connected
configuration:

e ss7 ansi_stp cfg.xml, for ANSI networks

e ss7 jtu_stp cfg.xml, for ITU networks
These configuration files create an SS7 network with the following characteristics:

e Two link sets, with each link set containing one link from each Signaling Server in

the redundant pair.

e The links in each link set connect to one of two signal transfer points (STPs).

e The two STPs connect to one SSP.

e Four circuit groups terminate at the same SSP.
The following illustration shows the redundant STP-connected configuration:
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Standalone direct-connected configuration

The Signaling Server has two configuration files that create a standalone direct-connected
configuration:
e ss7 stndaln_ansi_dir_cfg.xml, for ANSI networks

e ss7 stndaln_itu_dir_cfg.xml, for ITU networks
These configuration files create an SS7 network with the following characteristics:
e One link set that contains two links from the Signaling Server.
e The links in the link set connect directly to the SSP.
e Four circuit groups terminate at the same SSP.
The following illustration shows the standalone direct-connected configuration:
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Standalone STP-connected configuration

The Signaling Server has two configuration files that create a standalone STP-connected
configuration:

e ss7 stndaln_ansi_stp cfg.xml, for ANSI networks
e ss7 stndaln_itu_stp cfg.xml, for ITU networks
These configuration files create an SS7 network with the following characteristics:

e Two link sets, each with a single link from the Signaling Server to one of the mated-
pair STPs.

e The two STPs connect to one SSP.
e Four circuit groups terminate at the same SSP.
The following illustration shows the standalone STP-connected configuration:
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6.

Managing the Signaling Server network

Overview of managing the Signaling Server network

Once the Signaling Server is up and running, you can perform the following actions to
manage the Signaling Server network:

Obtain general information about a server.
Determine which Signaling Server is active.
Switch control from an active to a backup server.
Take a Signaling Server out of service.

Obtain general information about a process.
Manage MTP links and linksets.

Stop or restart processes.

Manage SS7 circuits and circuit groups.

Obtain general information about a route.

Trace SS7 data packets.

Obtaining general information about a server

Use the command line interface to obtain information about the overall state of the
Signaling Server. To obtain server information using the command line interface, follow
these steps:

Step

1

Action

Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

Enter the status server command.
The command line interface displays state information for the Signaling Server.
For example:

ss7cli] > status server

SS7 ME State Info : SSP connection unavailable;

Board HA State : Primary
Board Interconnect State : Available

For more information, see Status server.

Determining which Signaling Server is active

You can configure Signaling Servers in two ways:

In a redundant configuration where one server is the primary server and the other is
the backup server.

As a standalone server.
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For software maintenance procedures on the Signaling Servers, you often need to
determine the current roles of the Signaling Servers. Determine the role of a Signaling
Server by using the command line interface or the SNMP interface.

Using the command line interface
To determine which Signaling Server is active using the command line interface, follow
these steps:

Step @ Action

1 Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

2 Enter the following command:

status server

The command line interface displays server status information. The Board HA
State field indicates whether the server is starting, standalone, primary, or
backup. A status of starting means that the system has not yet determined
whether the server status is primary or backup.

For more information about returned data, see status server.

Using SNMP

To determine which Signaling Server is active using the SNMP interface, follow these steps:

Step @ Action
1 Connect the SNMP management software to the primary Signaling Server.

2 Perform an SNMP get operation on Vision-SignalingServer-Manager.mib >
ss7Group ss7StateTable.

The ss7RmgBoardHaState variable in ss7StateTable contains state information
for the specified server. If both Signaling Servers in a redundant configuration
are up and running, the primary server has a value of primary (4), and the
backup server has a value of backup (5).

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Switching control from an active to a backup server

When Signaling Servers are configured in a redundant configuration, one server is the active
server and the other server is the backup server.

The backup server monitors the active server, and takes over the active server's duties
immediately if the active server fails or is stopped. The backup server becomes the active
server.

For maintenance purposes, you can switch control from an active to a backup server and
then service the formerly active server. You can then restart the formerly active server as
the backup server that is ready to take control if the active server goes offline.
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To switch the active and backup servers using the command line interface, follow these

steps:

Step

1

Action

Access the command line interface for either server, as described in Using the
SS7 command line interface (ss7cli).

Enter the following command to switch the servers in a redundant pair:
switch
The command line interface switches the servers in a redundant pair. The

primary server becomes the backup server, and the backup server becomes the
primary server.

To switch the active and backup servers using the SNMP interface, follow these steps:

Step
1
2
3
4

5

Action

Connect the SNMP management software to a Signaling Server.
Access Vision-SignalingServer-Manager.mib > ss7Group.

Set the ss7ApplyActionSwitchover action variable to 1.

Set the ss7ActionMEIndex action variable to 1.

Submit the changes.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Taking a Signaling Server out of service

The process for taking a Signaling Server out of service differs, depending on whether the
Signaling Server is standalone or in a redundant pair.

Stopping a standalone Signaling Server
To stop a standalone Signaling Server, follow these steps:

Step

1

Action

Block all circuits controlled by the server by using the command line interface or
SNMP. This prevents new incoming calls while preserving active calls.

For information, see Blocking or unblocking a circuit group.

Monitor the status of call circuits by using the command line interface or SNMP.
For information, see Obtaining status information for a circuit.

Once all active calls have been completed (all circuits are idle), stop all
processes on the server by using SNMP or by using the Vision Console on the
Services page of the Operations menu.
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Step @ Action

4 Stop the Signaling Server's signaling board by doing either of the following:
e Use the command line interface Halt board command.

e Set the Vision-SignalingServer-Manager.mib > ss7Group >
SS7ApplyActionHalt action variable to 1.

Stopping a Signaling Server in a redundant pair
To stop a Signaling Server in a redundant pair, follow these steps:

Step @ Action

1 If the server to be stopped is the primary server, make it the backup server.

For information, see Switching control from an active to a backup server.

2 From the new primary server, disable all links that terminate on the Signaling
Server being taken out of service. This terminates all traffic to the server being
taken out of service without message loss.

For information, see Enabling or disabling a link.

3 Stop the Signaling Server's signaling board by doing either of the following:
e Use the command line interface Halt board command.

e Set the Vision-SignalingServer-Manager.mib > ss7Group >
SS7ApplyActionHalt action variable to 1.

4 Stop all processes on the server by using SNMP or by using the Vision Console
on the Services page of the Operations menu.

Obtaining general information about a process

Use cmconsole.py to get information about the processes running on a Signaling Server.

Processes on the Signaling Server
The following table describes some of the processes present on the Signaling Server:

Process Description

alrm_me Alarm service. Also implements the managed element for the
service.

hmid Health management process. Monitors the health of and tasks on

Signaling Servers. Reports to the rmg process.

Imserver Logging service master process. Also implements the managed
element for the service.

24



Managing the Signaling Server network

Process Description

llserver Logging service client process. Logging information collected from
components on the server and sent to the Imserver process on the
active management server.

Naming_Service | CORBA naming service. Must be running for the SNMP interface to
operate.

OmNotifyService | Notification service. Must be running for SNMP trap generation to
operate.

rmg Redundancy manager. Performs server switchovers between primary
and backup Signaling Servers if failures occur.

ss7_me Signaling service managed element.

Ssp_server Liaison between the call control processes and the SS7 stack on the
Signaling Server.

txalarm Collects log messages from the Signaling Server and sends them to
ss7_me, which writes them to the server log file.

Managing MTP links and linksets

The embedded SS7 software in the Signaling Server assigns a link nhumber in the range 0 -
31 to each link. The SS7 command line interface link commands (status, stats, enable,
inhibit, and so forth) require this link number to identify the link on which to perform the
requested operation.

Each link also has a link index associated with it, in the range 1 - 32. The link index is
assigned in the SS7 configuration file (ss7_config_default.xml). The link index for a
particular link is always 1 greater than the link humber. For example, link humber zero uses
link index 1, and link number 1 uses link index 2. SNMP uses the link index to identify the
link on which to perform the requested operation

You can perform the following actions to manage the MTP links and linksets in your SS7
network:

e Enable or disable a link

e Inhibit or uninhibit a link

e Obtain status information for a link

e Obtain status information for a linkset

e Obtain statistical information for a link

e Obtain statistical information for a linkset

You can perform all of these actions by using either the command line interface or the SNMP
interface. Unless specified otherwise, you must perform all of these actions on the active
Signaling Server. For information, see Determining which Signaling Server is active.
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Enabling or disabling a link
Enable or disable a link using the command line interface or the SNMP interface.
To enable or disable a link using the command line interface, follow these steps:

Step @ Action

1 Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

2 Enter the following command to enable a link:

enable link n

Enter the following command to disable a link:
disable link n

For both of these commands, n is the number of the link that you want to
enable or disable.

To enable or disable a link using the SNMP interface, follow these steps:

Step @ Action

1 Connect the SNMP management software to the primary Signaling Server.
2 Access Vision-SignalingServer-Manager.mib > ss7Group.
3 Set the ss7ActionParameterLinkNumber action variable to the index of the link

you want to enable or disable.
4 Set the ss7ActionMEIndex action variable to 1.

5 Do either of the following:
e To enable a link, set the s7ApplyActionEnableLink action variable to 1.
e To disable a link, set the ss7ApplyActionDisableLink action variable to 1.

6 Submit the changes.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Inhibiting or uninhibiting a link
Inhibit or uninhibit a link by using the command line interface or the SNMP interface.
To inhibit or uninhibit a link using the command line interface, follow these steps:

Step | Action

1 Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).
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Step @ Action

2 Enter the following command to inhibit a link:
inhibit link n
Enter the following command to uninhibit a link:
uninhibit link n
For both of these commands, n is the number of the link that you want to inhibit
or uninhibit.
To inhibit or uninhibit a link using the SNMP interface, follow these steps:

Step | Action

1 Connect the SNMP management software to the primary Signaling Server.
2 Access Vision-SignalingServer-Manager.mib > ss7Group.
3 Set the ss7ActionParameterLinkNumber action variable to the MTP link index for

the link you want to inhibit or uninhibit.
4 Set the ss7ActionMEIndex action variable to 1.

5 Set the appropriate action variable to 1 to inhibit or uninhibit a link:
e To inhibit a link, set the ss7ApplyActionInhibitLink action variable to 1.

e To uninhibit a link, set the ss7ApplyActionUninhibitLink action variable to
1.

6 Submit the changes.
For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Obtaining status information for a link

Obtain status information for a link using the command line interface or SNMP interface.
Perform this action on the primary server, unless you want to obtain layer 2 status
information for a link. In this case, perform this action on the server at which the link
terminates, even if it is the backup server.

Note: Links that terminate on the backup server appear with an L2 state of Remote when
viewed on the primary server.

To obtain status information for a link using the command line interface, follow these steps:

Step | Action

1 Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).
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Step

2

Action

Enter the following command to obtain status information for a specific link:

status link n

where n is the number of the link for which you want to obtain status
information.

Enter the following command to obtain status information for all links on the
Signaling Server:

status link *

For information about the data that gets returned, see status link.

To obtain status information for a link using the SNMP interface, follow these steps:

Step
1

2

Action
Connect the SNMP management software to the primary Signaling Server.

Perform an SNMP get operation on Vision-SignalingServer-Manager.mib >
ss7Group > ss7MtplLinkTable.

The ss7MtpLinkTable is indexed by the following attributes:
e ss7MtpLinkMEIndex, which is always set to 1 for Signaling Servers
e ss7MtpLinkIndex

The ss7MtpLinkTable contains status information for the specified link, including
the link state and whether or not the link is congested or inhibited.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Obtaining status information for a linkset

Obtain status information for a linkset using the command line interface or the SNMP
interface.

To obtain status information for a linkset using the command line interface, follow these

steps:

Step

1

Action

Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

Enter the following command to obtain status information for a specific linkset:

status linkset n

where n is the link number of the linkset for which you want to obtain status
information.

Enter the following command to obtain status information for all linksets on the
primary Signaling Server and backup server, if any:

status linkset *

For information about the data that gets returned, see status linkset.
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To obtain status information for a linkset using the SNMP interface, follow these steps:

Step @ Action
1 Connect the SNMP management software to the primary Signaling Server.

2 Perform an SNMP get operation on Vision-SignalingServer-Manager.mib >
ss7Group > ss7MtpLinksetTable.

The ss7MtpLinksetTable is indexed by the following attributes:
e ss7MtpLinksetMEIndex, which is always set to 1 for Signaling Servers
e ss7MtpLinksetIndex

The ss7MtpLinksetTable contains status information for the specified link,
including the linkset state and whether or not all links in the linkset are
congested.

For more information, see the Dialogic®Vision™ SNMP Reference Manual.

Obtaining statistical information for a link

Obtain statistical information for a link by using the command line interface or the SNMP
interface. Perform this action on the primary server, unless you want to obtain layer 2
statistical information. In this case, perform this action on the server at which the link
terminates, even if it is the backup server.

To obtain statistical information for a link using the command line interface, follow these
steps:

Step @ Action

1 Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

2 Enter the following command to obtain statistical information for a specific link:

stats link n

where n is the link number of the link for which you want to obtain status
information.

For more information, see stats link.
To obtain statistical information for a link using the SNMP interface, follow these steps:

Step | Action

1 Connect the SNMP management software to the Signaling Server for which you
want to obtain link statistics.

29



Dialogic® Vision™ Signaling Server Administration Manual

Step @ Action

2 Perform an SNMP get operation on Vision-SignalingServer-Manager.mib >
ss7Group > ss7MtpLinkTable.

The ss7MtpLinkTable is indexed by the following attributes:
e ss7MtpLinkMEIndex, which is always set to 1 for Signaling Servers
e ss7MtpLinkIndex

The ss7MtpLinkTable contains statistical information for the specified link,
including the number of dropped transmit messages and the current humber of
messages in the layer 2 and layer 3 transmit queues.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Obtaining statistical information for a linkset

To obtain statistical information for a linkset using the SNMP interface:

Step @ Action

1 Connect the SNMP management software to the Signaling Server for which you
want to obtain link statistics.

2 Perform an SNMP get operation on Vision-SignalingServer-Manager.mib >
ss7Group > s7MtpLinksetTable.

The ss7MtpLinksetTable is indexed by the following attributes:
e ss7MtpLinksetMEIndex, which is always set to 1 for Signaling Servers
e ss7MtpLinksetlndex

The ss7MtpLinksetTable contains statistical information for the specified linkset,
including the current number of active and congested links in the linkset.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Stopping or restarting processes

You can stop or restart processes on the Services page of the Operations menu in the Vision
Console. For more information, see the Dialogic® Vision™ 1000 Video Gateway
Administration Manual or the Dialogic® Vision™ 1000 Programmable Media Platform User's
Manual.

Managing SS7 circuits and circuit groups

Circuit groups are identified by a circuit group index (range 1 - 4095) assigned in the
ss7_config_default.xml file. A circuit group contains a maximum of 32 (ITU/E1) or 24
(ANSI/T1) circuits, and usually corresponds to a single E1 or T1 trunk carrying the
corresponding circuits.

Individual circuits are assigned a circuit ID value based on the starting circuit ID value
assigned to its circuit group in the ss7_config_default.xml file. For example, if a circuit
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group is assigned the starting circuit ID 1 and includes 31 circuits, then those circuits are
assigned circuit IDs 1 - 31.

Circuit IDs are unique across all configured circuits on a Signaling Server or server pair. This
contrasts with ISUP circuit identification codes (CICs) which are only unique to a particular
destination point code. In other words, if a Signaling Server is connected to multiple SSPs,
their CIC ranges can overlap. In configurations where the Signaling Server is not connected
to multiple SSPs with overlapping CIC ranges, you should configure the circuit index to be
identical to the CIC for each circuit.

You can perform the following actions to manage the circuits and circuit groups in the SS7
network:

e Block or unblock a circuit

e Block or unblock a circuit group

e Reset a circuit

e Reset a circuit group

e Obtain status information for a circuit

You can perform most of these actions by using either the SNMP interface or the command
line interface. You must perform these actions on the active Signaling Server. For
information about determining which Signaling Server is active, see Determining which
Signaling Server is active.

Blocking or unblocking a circuit

Note: Blocking or unblocking an individual BICC circuit is not supported.

To block or unblock a circuit using the command line interface, follow these steps:

Step @ Action

1 Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

2 To block a circuit, enter:

block circuit n

To unblock a circuit, enter:

unblock circuit n

For both of these commands, n is the circuit ID of the circuit that you want to
block or unblock.

To block or unblock a circuit using the SNMP interface, follow these steps:

Step | Action

1 Connect the SNMP management software to the primary Signaling Server.
2 Access Vision-SignalingServer-Manager.mib > ss7Group.
3 Set the ss7ActionParameterCircuitNumber action variable to the ID of the circuit

to be blocked or unblocked.
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Step @ Action
4 Set the ss7ActionMEIndex action variable to 1.

5 Do either of the following:

e To block the specified circuit, set the ss7ApplyActionBlockCircuit action
variable to 1.

e To unblock the specified circuit, set the ss7ApplyActionUnblockCircuit
action variable to 1.

6 Submit the changes.
For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Blocking or unblocking a circuit group

Block or unblock a circuit group using the command line interface or SNMP. These
procedures block or unblock all circuits in the circuit group. To block or unblock a subset of
circuits in the circuit group, you must individually block or unblock each of those circuits.

To block or unblock a circuit group using the command line interface, follow these steps:

Step @ Action

1 Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

2 Enter the following command to block a circuit group:
block group n

Enter the following command to unblock a circuit group:

unblock group n

For both of these commands, n is the circuit ID of any circuit in the group you
want to block or unblock.

To block or unblock a circuit group using the SNMP interface, follow these steps:

Step @ Action

1 Connect the SNMP management software to the primary Signaling Server.
2 Access Vision-SignalingServer-Manager.mib > ss7Group.
3 Set the ss7ActionParameterCircuitNumber action variable to the circuit group ID

of the circuit group that you want to block or unblock.

4 Set the ss7ActionMEIndex action variable to 1.
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Action

Do either of the following:

e To block the specified circuit group, set the
ss7ApplyActionBlockCircuitGroup action variable to 1.

e To unblock the specified circuit group, set the
ss7ApplyActionUnblockCircuitGroup action variable to 1.

Submit the changes.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Resetting a circuit
To reset a circuit using the command line interface, follow these steps:

Step

1

Action

Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

Enter the following command

reset circuit n

where n is the ID of the circuit that you want to reset.

To reset a circuit using the SNMP interface, follow these steps:

Step
1

2

5

6

Action
Connect the SNMP management software to the primary Signaling Server.
Access Vision-SignalingServer-Manager.mib > ss7Group.

Set the ss7ActionParameterCircuitNumber action variable to the circuit group ID
of the circuit that you want to reset.

Set the ss7ActionMEIndex action variable to 1.
Set the ss7ApplyActionResetCircuit action variable to 1.

Submit the changes.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Resetting a circuit group

To reset a circuit group using the command line interface, follow these steps:

33



Dialogic® Vision™ Signaling Server Administration Manual

Step

1

Action

Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

Enter the following command
reset group n
where n is the circuit ID of any circuit in the group that you want to reset.

Note: This procedure resets all circuits in the group. To reset a subset of circuits
in the circuit group, you must individually reset each circuit in the subset.

To reset a circuit group using the SNMP interface, follow these steps:

Step
1

2

5

6

Action
Connect the SNMP management software to the primary Signaling Server.
Access Vision-SignalingServer-Manager.mib > ss7Group.

Set the ss7ActionParameterCircuitNumber action variable to the circuit group ID
of any circuit in the circuit group that you want to reset.

Note: This procedure resets all circuits in the group. To reset a subset of circuits
in the circuit group, you must individually reset each circuit in the subset.

Set the ss7ActionMEIndex variable to 1.
Set the ss7ApplyActionResetCircuitGroup action variable to 1.

Submit the changes.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Obtaining status information for a circuit
To obtain status information for a circuit using the command line interface, follow these

steps:

Step

1

Action

Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

Enter the following command:

status circuit n

where n is the number of the circuit for which you want to obtain status
information.

For information about the data that gets returned, see status circuit.

To obtain status information for a circuit using the SNMP interface, follow these steps:
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Action
Connect the SNMP management software to the primary Signaling Server.

Perform an SNMP get operation on Vision-SignalingServer-Manager.mib >
ss7Group > ss7IsupCircStateTable.

The ss7IsupCircStateTable contains status information for the specified circuit,
including its circuit state and the state of any calls on the circuit.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Obtaining general information about a route

Use either the command line interface or SNMP to get information about routes.

Obtaining route information using the command line interface
To obtain route information using the command line interface, follow these steps:

Step

1

Action

Access the command line interface, as described in Using the SS7 command line
interface (ss7cli).

Enter the following command to obtain information about a specific route:

status route n

where n is the index of the route for which you want to obtain information, as
specified in the SS7 configuration file (ss7.config.default.xml).

Note: You cannot retrieve status for an up route, which typically has route index
1.

Enter the following command to obtain information about all routes in the SS7
network:

status route *

For information about the returned data, see status route.

Obtaining route information using SNMP
To obtain status information for routes using the SNMP interface, follow these steps:

Step | Action

1

Connect the SNMP management software to the primary Signaling Server.

35



Dialogic® Vision™ Signaling Server Administration Manual

Step

2

Action

Perform an SNMP get operation on the Vision-SignalingServer-Manager.mib >
ss7Group > ss7MtpRouteTable. The ss7MtpRouteTable is indexed by the
following attributes:

¢ ss7MtpRouteMEIndex, which is always set to 1 for Signaling Servers
e ss7MtpRoutelndex

The ss7MtpRouteTable contains status information for the specified route,
including its state and whether or not all of its links are congested.

For more information, see the Dialogic® Vision™ SNMP Reference Manual.

Note: You cannot retrieve status for an up route, which typically has route index
1.

Tracing SS7 data packets

Use the ss7trace utility to trace SS7 data packets when monitoring or troubleshooting SS7
signaling. ss7trace displays any debug data tracing turned on through the command line
interface or the SNMP interface. It does not accept commands; it only displays the tracing.

Note: In a configuration with redundant Signaling Servers, run ss7trace on the active
Signaling Server to display live traffic tracing.

ss/trace is located in /opt/nmstx/bin.

Using ss7trace
To use ss/trace, follow these steps:

Step

1

Action

Enable tracing for MTP packets and ISUP packets as follows:

e To trace MTP packets, enable MTP tracing and specify which component to
trace by using the trace mtp command in the SS7 command line interface.
For information, see trace mtp.

e To trace ISUP packets, enable ISUP tracing and specify which component
you want to trace by using the trace isup command in the SS7 command
line interface. For information, see trace isup.

Use SSH to access the active Signaling Server, and log on as root.

Access the Dialogic environment shell:
bash

Start ss/trace by entering the following command:

ss7trace

Sample output

The output of ss7trace differs depending on the trace data. If MTP has data tracing on,
ss/trace shows a hexadecimal display of all messages passed between MTP layer 2 and
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layer 3. If ISUP data tracing is on, ss’7trace shows a hexadecimal display of all ISUP
messages.

The following example shows the output generated for a single received packet followed by
a single transmitted packet when both MTP and ISUP layer tracing are enabled. This
example shows hexadecimal dumps of the actual packets sent and received. You must be
familiar with the detailed encodings of ISUP or MTP packets to decode the trace data.

The packets in this example were collected from an ANSI configuration:
14:46:36.0 MTP3.1 <-- : Link # 1

85 01 00 00 02 00 00 05 06 00 01 00 20 01 O0A 03 .+ vun
06 OB 03 CO 90 A2 05 03 10 01 01 01 OA 05 03 10 ..vivieeennnnns
04 22 04 00 00

14:46:36.0 ISUP.1 <-- 0.0.2:

06 00 01 00 20 01 OA 03 06 0B 03 CO 90 A2 05 03 .... t.iviivnnnn.
10 01 01 01 OA 05 03 10 04 22 04 00 oiiiee.. Wy o
14:46:36.0 ISUP.1 --> 0.0.2:

06 00 06 14 14 0O Ll
14:46:36.0 MTP3.1 —--> : Link # 1

85 02 00 00 01 00 00 09 06 00 06 14 14 00 00  .....ieinin.n..

Note: The point code length in the routing label is different for ITU or Japan protocol
variants.

The output of ss7trace contains the following sections:

Section Description

MTP heading Shows the following information:
¢ Time the packet was sent or received.
e Layer generating the trace.

e Direction of the message (--> indicates a transmitted packet, <-
- indicates a received packet).

e Link number for the link on which the packet was sent or

received.
MTP packet Contains the content of the packet starting with the service information
trace octet (SIO) followed by the routing label (DPC, OPC, and SLS). The

data portion of the packet then follows.

ISUP heading Shows the following information:
e Time the packet was sent or received.

e Direction of the message (--> indicates a transmitted packet,
<-- indicates a received packet).

o Destination point code to which the packet was sent or from
which it was received.
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Section Description

ISUP packet ISUP portion of the packet being sent or received, starting with the

trace circuit identification code (CIC), followed by the message type and
parameters.
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7. Troubleshooting SS7 network problems

General techniques for troubleshooting SS7 network
problems

This topic describes how to use the following techniques to troubleshoot SS7 network
problems:

e Verify the Signaling Server trunk status
e \Verify the Signaling Server link status
e Use the Signaling Server log file

Verifying the Signaling Server trunk status

Use the cpcon utility frstatus command to check the status of trunks on the signaling board.
The trunk carrying SS7 links should show a state of SYNC and no RX or TX alarms for the
links to come into service.

For example:

1) [con] > frstatus

Trunk State RX Alarms TX Alarms Loop B C Testing
1 SYNC NO ALARMS NO ALARMS NONE
2 SYNC NO ALARMS NO ALARMS NONE
3 NO CONNECT R NO ALARMS NONE
4 NO CONNECT R NO ALARMS NONE

Verifying the Signaling Server link status

Use the SS7 command line interface to check link status and statistics. The status link <n>
command provides the current status of a signaling link, including its MTP layer 3 state,
layer 2 state, congestion status, and inhibiting status. Use the status link * command to get
a summary status of all configured links.

For example:
[ss7cli] > status link *

Link L3 State L2 State Inh Blk CongestLvl L2FlowCtlLvl
0 Active In Service 0 0
1 Active In Service 0 0

Using the Signaling Server log file

The Signaling Server log file (/opt/hs-data/log/log_service/localsystem.log) is the primary
troubleshooting tool for link alignment problems once the trunk's status has been verified.
Check the log file on the server where the link physically terminates for messages related to
the link. This server might be the backup server in a redundant configuration.

The following shows a sample set of log messages for a normal link that correctly comes
into service:

..@INFO@SS_SS7_TX@txalarm@txboard@mtp
..@INFO@SS_SS7_TX@txalarm@txboard@mtp
..@INFO@RSS SS7 TXQ@txalarm@txboard@isup
..@INFO@SS_SS7_TX@txalarm@txboardEmtp

Starting Alignment (Lnk 0).

Sent SIO (Lnk 0).

Primary received from MTP [USAP=0].
Rcvd SIO (Lnk 0).

Sent SIE (Lnk 0).

Rcvd SIO (Lnk 0).

Rcvd SIE (Lnk 0).

..@INFO@SS_SS7_TX@txalarm@txboard@mtp
..@INFO@SS_SS7_TX@txalarm@txboard@mtp
..@INFO@SS_SS7_TX@txalarm@txboard@mtp

FR PR R RE R
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..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp

Timer 4 Expired (LINK 0 ALIGNED at layer 2).
MTP3 Resume for DPC 0.0.2 (0x2).

Setting link 0 ACTIVE from SLTA.

MTIP3 Link 0O Up.

[

Common SS7 network issues
This topic describes how to troubleshoot the following SS7 network issues:
e Link fails to align at layer 2
e Link aligns but does not become active
e Link toggles in and out of service
e ISUP circuits remain blocked after application starts

Link fails to align at layer 2

An SS7 link can fail to align at layer 2 for a variety of reasons, ranging from physical
connection problems to configuration errors. To troubleshoot link problems, first verify that
the trunk carrying the link is synchronized and alarm-free.

If the trunk is not synchronized or shows RX alarms, check that the physical connection
between the Signaling Server and the switch or STP is correct. If the physical connection is
correct, check that the trunk configuration (framing and coding) in the txcfgl.txt file
matches the trunk configuration on the switch or STP.

If the physical connection is correct, follow these steps:

Step @ Action

1 Check that the trunk configuration (framing and coding) in the txcfgl.txt file
matches the trunk configuration on the switch or STP.

2 If the trunk configuration is correct, use the Signaling Server log file to verify
that the SS7 MTP layer on the server is receiving LSSUs for the link. If no
packets are received, the log might look like this:

@INFO@SS_SS7_TX@txalarm@txboard@mtp
@INFO@SS SS7 TX@txalarm@txboard@mtp
@INFO@SS_SS7_TX@txalarm@txboard@mtp
@INFO@SS_SS7_TX@txalarm@txboard@mtp
Possible.

@INFO@SS SS7_ TX@txalarm@txboard@mtp 1 Sent SIOS (Lnk 0).

Starting Alignment (Lnk 0).

Sent SIO (Lnk 0).

ALIGN TIMER 2 EXPIRED iacSt=8 (Lnk 0).
LinkFailure (Lnk 0): Alignment Not

e

Possible causes of not receiving packets on the link are:
e The link is not provisioned or is not activated at the switch or STP side.

e The switch or STP has the link provisioned on a different trunk or on the
same trunk but on a different timeslot.

e The switch or STP is configured for a different link speed (that is, for 56
or 64 kbps).
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Action

If the log file indicates that the Signaling Server is receiving SIOS and SIO
packets from the network but never a SIE or SIN packet, then the network side
is not recognizing LSSUs from the Signaling Server. In this case, the log might
look like this:

..@INFO@SS SS7 TXQ@txalarm@txboard@mtp 1 Starting Alignment (Lnk O0).
..QINFO@SS_SS7_TX@txalarm@txboard@mtp 1 Sent SIO (Lnk 0).
..QINFO@SS_SS7_TX@txalarm@txboard@mtp 1 Rcvd SIO (Lnk 0).

..@INFO@SS SS7 TXQ@txalarm@txboard@mtp 1 Sent SIE (Lnk 0).
..QINFO@SS_SS7_TX@txalarm@txboard@mtp 1 Rcvd SIOS (Lnk 0).
..QINFO@SS_SS7_TX@txalarm@txboard@mtp 1 LinkFailure (Lnk 0): Alignment Not
Possible.

..QINFO@SS_SS7_TX@txalarm@txboard@mtp 1 Sent SIOS (Lnk 0).

Note: This type of error is a rare occurrence. Most network equipment accepts

both 1- and 2-byte LSSUs.
Possible solutions are:

e Change the <LssulLen> parameter for the link to 1. (The Signaling Server
transmits 2-byte LSSUs by default.)

e If this does not correct the problem, check the configuration on the
network side to verify that the link is transmitting and receiving on the

same timeslot.

Link aligns but does not become active

If a link aligns successfully but does not come into service at MTP layer 3, then the link is
failing the signaling link test that occurs after alignment but prior to link activation. In this

case, the log looks like this:

..@INFO@SS_SS7_TX@txalarm@txboard@mtp
..@INFO@SS_SS7_TX@txalarm@txboardl@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@isup
..@INFO@SS SS7 TXQ@txalarm@txboard@mtp
..@INFO@SS_SS7_TX@txalarm@txboardl@mtp
..@INFO@SS_SS7_TX@txalarm@txboardl@mtp
..@INFO@SS_SS7_TX@txalarm@txboardlmtp
..@INFO@SS SS7 TXQ@txalarm@txboard@mtp

..@INFO@SS_SS7_TX@txalarm@txboardEmtp

[ = = = = S S

1

Starting Alignment (Lnk 0).

Sent SIO (Lnk 0).

Primary received from MTP [USAP=0].

Rcvd SIO (Lnk 0).

Sent SIE (Lnk 0).

Rcvd SIO (Lnk 0).

Rcvd SIE (Lnk 0).

Timer 4 Expired (LINK O ALIGNED at layer 2).

MTP3 Link O DOWN.

Note: The MTP3 Link <n> DOWN message appears only on the primary Signaling Server

log.

Possible causes of signaling link test failure are:

e Signaling Server OPC and DPC do not match the point codes configured on the

network side.

e SLC value assigned to the link does not match the SLC assigned to the link on the

network side.

e SS7 MTP layer at the Signaling Server does not have a route configured for the DPC

at the other end of the link.

Link toggles in and out of service

If a link frequently toggles into and out of service at layer 3, the log file at the primary
server usually contains the following sequence, repeated periodically:
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..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..@INFO@SS SS7 TXQtxalarm@txboard@isup
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp
..QINFO@SS_SS7_TX@txalarm@txboard@mtp

Starting Alignment (Lnk O0).

Sent SIO (Lnk 0).

Primary received from MTP [USAP=0].
Rcvd SIO (Lnk 0).

Sent SIE (Lnk 0).

Rcvd SIO (Lnk 0).

Rcvd SIE (Lnk 0).

Timer 4 Expired (LINK 0 ALIGNED at layer 2).
MTP3 Resume for DPC 0.0.2 (0x2).
Setting link 0 ACTIVE from SLTA.
MTP3 Link 0 Up.

e T T R e e e e e