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Introduction

When developing and debugging PowerMedia XMS RESTFul applications if may be necessary to review server to application messaging
over HTTP. Wireshark (http://www.wireshark.org/) is perhaps the best known tool for capturing and analyzing IP packets. However,
PowerMedia XMS will often use secure HTTP. (HTTPS) HTTPS packets captured by Wireshark are encrypted and cannot be read as

captured.
Wireshark has facilities for decrypting packets from known sources, but setting up Wireshark to do so can be a challenge. To help, this
technote provides step-by-step guidelines for capturing and viewing PowerMedia XMS HTTPS packet traffic, as well as some suggestions

for viewing unencrypted HTTP.

The technote assumes the reader is familiar with using Wireshark.

Preliminaries

The latest stable version of Wireshark (1.8.6) for Windows, available as of April, 2013 was used for this technote. WinPCAP, the low-level
packet capture utility used by Wireshark, was version 4.1.2.

Wireshark itself provides instructions for using Secure Socket Layer (SSL) components (http://wiki.wireshark.org/SSL) and there are a

number of forums and blogs which cover the subject. These can be consulted for background information as what is presented here
pertains directly to PowerMedia XMS.

Key File

In order to decrypt captured HTTPS packets, Wireshark must have access to the RSA private key used to encrypt it. This file is available on
the PowerMedia XMS system in /etc/lighttpd/ssl/xms.key. SFTP into the system (default username/password is root/powermedia) and

copy it to your Wireshark system.



http://wiki.wireshark.org/SSL
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On Wireshark, Edit = Preferences = Protocols. Scroll down to SSL and select it. The following screen will pop up:
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An entry should now be added for associating the PowerMedia XMS IP address, HTTPS port, protocol and key file. Click on Edit > New
and fill in the PowerMedia XMS IP address, port 443, http protocol and the full local path of the of the xms.key file copied from the
PowerMedia XMS system. Add a second entry using port 10443 instead of 443. A valid entry for the SSL Debug File should also be set, as
it is a comprehensive log of the Wireshark SSL subsystem. Selecting OK on both windows will save the entries.

Wireshark is now ready to decrypt PowerMedia XMS HTTPS traffic. Any further configuration will be done on the web browser or other
client. Each case will be considered separately.

RESTful Management API Traffic

Decryption Using Firefox REST Client

The PowerMedia XMS RESTful Management APl is used to provide a general purpose interface to operation, configuration and
management of PowerMedia XMS. One easy way of exercising it is using the Firefox web browser with a RESTClient plug-in. Detailed

instructions for setting up and using the RESTClient can be found in the PowerMedia XMS RESTful Management AP| Developer’s Guide.



https://www.dialogic.com/webhelp/XMS/2.0/XMS_RESTfulMgmtAPIDev/default.htm
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In addition, the choice of cipher suites offered by Firefox must be restricted as Wireshark is not able to decrypt if a Diffie-Hellman key
exchange has been used. Thus, any cipher suite in Firefox with a “DH” or DHE” in its name should be eliminated. Parameter settings for
Firefox can be found by going to the local URL about:config. Once there, find the encryption suites under “security.ssl3.suite_name”.
Double clicking on a line will toggle its value from true to false. To insure that a simple, non-Diffie-Hellaman suite is always chosen,
disable all security.ssI3 entries except security.ssl3.rs_rc4_128 md5. To see the suites offered by the client, look into a Client Hello

packet. Available cipher suites will be listed. The Server Hello that follows will indicate with suite was chosen.

For decryption to work, Wireshark must also capture the complete key exchange, which is done in a series of message exchanges. The
best way of insuring this is to start the Wireshark capture before starting the Firefox web browser. Before starting Wireshark, make sure
that the proper Ethernet interface is being monitored.

Then, start Firefox. Once it is running, try a simple RESTful Management request such as GET https://<xms _ip_addr>/network/dns:

[ 2 interfaces [Wireshark 1.8.6 (SVN Rev 48142 from /trunk-1.8)] o® . B

Py~ — e T

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEWeed EEXREe A+ TLIBE @aalD #BD®B % B

Filter: ssl&&ip.addr==172.31.0.2 E] Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info
253 28.10013301192.168.1.100 1725317072 TLSVL 116 Client Hello
255 28.10190701172.31.0.2 192.168.1.100 TLSVL 895 Server Hello, Certificate, Server Hello Done
256 28.10370001192.168.1.100 72T 0D TLSVL 236 Client Key Exchange, Change Cipher Spec, Finished
257 28.10633801172.31.0.2 192.168.1.100 TLSV1 272 New Session Ticket, Change Cipher Spec, Finished
258 28.10737101192.168.1.100 1722315072 HTTP 468 GET /network/dns HTTP/1.1
259 28.11114201172.31.0.2 192.168.1.100 HTTP/XNV 632 HTTP/1.1 401 Unauthorized
267 30.84952201192.168.1.100 1722313052 HTTP 507 GET /network/dns HTTP/1.1
268 30.85288401172.31.0.2 192.168.1.100 HTTP/XM 552 HTTP/1.1 200 OK
299 36.85729401172.31.0.2 192.168.1.100 TLSVL 77 Alert (Level: wWarning, Description: Close Notify)
= Ethernet II, Src: Dell_68:27:73 (84:2b:2b:68:27:73), Dst: IntelCor_88:d8:80 (00:24:d7:88:d8:80)
@ Internet Protocol Version 4, Src: 172.31.0.2 (172.31.0.2), Dst: 192.168.1.100 (192.168.1.100)

@ Transmission Control Protocol, Src Port: 10443 (10443), Dst Port: 52398 (52398), Seq: 1638, Ack: 1112, Len: 498
@ Secure Sockets Layer H
@ [2 Reassembled SSL Segments (454 bytes): #268(278), #268(176)]
+ Hypertext Transfer Protocol
= eXtensible Markup Language
@ <?xml
= <web_service
version="1.0">
= <response>
= <dns>
hostname="xms.novalocal" search="novalocal"
@ <namserver
</dns>
</response>
</web_service>
= Hypertext Transfer Protocol

\r\n

(D[VENO0 24 d7 88 d8 80 84 2b 2b 68 27 73 08 00 45 00
(MUTNO02 1a Oa c9 40 00 3f 06 c0 e7 ac 1f 00 02 cO a8
Frame (552 bytes) ! Decrypted SSL data (278 bytes)] Decrypted SSL data (178 bytes)l Reassembled SSL (454 bytes)i
@ 1| Frame (frame), 552 bytes P... | Profile: Default
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This will return the information seen in the Response Header and Response Body on the screen. On Wireshark, the HTTPS packets are

found by filtering on “ssI” and any other relevant parameters, such as PowerMedia XMS IP address. The HTTP in the packet headers and

body should be decoded and readable:

- =3 b ] - . g;s N
m. iii“lil . ~ .- e —— Ao =JIC
|| about:config I.RESTCliem x | + | 4 Buanw
chrome://restclient/content/restclient.html | B - diffie hellman A H » - @A
12l Most Visited i Keep It! 3 Bookmarks
File Authentication Headers View Favorite Requests Setting RESTClient
[-] Request
Methed | GET v | URL | https://172.31.0.2:10443/network/dns * v m
Body

[-] Response

Response Headers  Response Body (Raw Response Body (Highlight Response Body (Preview

Status e 200 CK

Home | Github | Issues | Donate Back to top

Decryption Using the Java Management Demo

A Java demo of how to use most aspects of the RESTful Management APl is available. (See the technote “Using the Dialogic®
PowerMedia™ Extended Media Server (XMS) 2.0 RESTFul Management API - A Java Demo) This uses the same RESTful API as the

RESTClient demo mentioned above. Cipher suites are offered according to those available as part of Java Secure Socket Extensions.
However, the first suite offered is the relatively simple TLS_RSA_WITH_RC4_128_MDS5, which is the same that was recommended for use
with the Firefox RESTClient. PowerMedia XMS will accept with this cipher suite and the results can be decoded by Wireshark.
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Here is a decryption of a JSON payload requested by the Java demo:

= ~u = ——
u Capturing from 2 interfaces [Wireshark 1.8.6 (SVN Rev 48142 from /trunk-1.8)] q@gﬂ

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEgee BEEXREE AesT L IEBR Qaal | #BB % 8

Filter: ssl&&ip.addr==172.31.0.2 EI Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info &
8 1.239818001192.168.1.100 1725310052 SSLv2 157 Client Hello 0
101.24167000172.31.0.2 192.168.1.100 TLSVL 923 Server Hello, Certificate, Server Hello Done
11 1.247963001192.168.1.100 1725318059 TLSVL 193 Client Key Exchange
12 1.253032001192.168.1.100 1727315052 TLSVL 60 Change Cipher Spec
14 1.255465001192.168.1.100 1722317052 TLSVL 91 Finished
15 1.256898001172.31.0.2 192.168.1.100 TLSVL 97 Change Cipher Spec, Finished
16 1.258874001192.168.1.100 1725315012 HTTP 272 GET /routing HTTP/1.1
17 1.265873001172.31.0.2 192.168.1.100 HTTP 658 HTTP/1.1 200 OK (application/json) -

< | I »
B e I A UL =

Content-Type: application/json\r\n

Expires: Tue, 1 Jan 1991 00:00:00 GMT\r\n

Last-Modified: Fri, 29 Mar 2013 20:11:19 GMT\r\n

Cache-Control: no-cache, must-revalidate\r\n

Pragma: no-cache\r\n

Content-Length: 281\r\n

Date: Fri, 29 Mar 2013 20:11:19 GMT\r\n

Server: lighttpd/1.4.28\r\n

=

\r\n
= JavaScript Object Notation: application/json
= Object
= Member Key: "routes"
= Array
= Object |
= Member Key: "pattern" 3
String value: Asip:annc.*
= Member Key: "application"
String value: NETANN
@ Object |
= Object
3] obj ect -

>

Frame (658 bytes) ‘ Decrypted SSL data (279 bytes) Decrypted SSL data (283 bytes) Reassembled SSL (560 bytes)

I /T Frame (frame), 658 bytes P... | Profile: Default

RESTful Call and Media Control API Traffic

The RESTful call and media control APl is used by an application to control calls, audio and video media streaming and conferencing. It
does not use HTTPS, making it easier to view in Wireshark.
Usually, some sort of filter is needed when looking at a Wireshark trace cut down on unwanted packets. For viewing HTTP, enter the
following filter expressions in the Filter box:

e http —show only HTTP packets

o http&&ip.addr==<xms_ip_address> - only view PowerMedia XMS HTTP
e  http&&xml - if a PowerMedia RESTful request contains XML, (such as a POST or PUT) this will help cut down on other
unwanted HTTP

FueL"| B
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An example screen is shown below:

i 2 interfaces [Wireshark 1.8.6 (SVN Rev 48142 from /trunk-1.8)] L‘i‘@lﬂ
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
Buoed BExXEEe Aa¢cesaT 2 ([EBE @aan #®MB% B
‘ Filter: http&&ip.addr==172.31.0.2 E| Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info A
4137 15.3416610192.168.1.100 1722315052 HTTP 223 GET /default/calls?appid=app HTTP/1.1
4139 15.3551340172.31.0.2 192.168.1.100 HTTP /XML 738 HTTP/1.1 200 OK
6214 22.91750901192.168.1.100 72Z318072 HTTP 263 DELETE /default/calls/2590b60c-fe7c-435e-98fd-
6243 23.03851101172.31.0.2 192.168.1.100 HTTP 143 HTTP/1.1 204 No Content
6942 30.36265901172.31.0.2 192.168.1.100 HTTP 342 Continuation or non-HTTP traffic L
7809 40.0364460192.168.1.100 1725310052 HTTP /XML 285 PUT /default/calls/74555ae6-e00f-41e3-9b41-0cc ™
7832 40.16678801172.31.0.2 192.168.1.100 HTTP /XML 775 HTTP/1.1 200 OK
10360 51.49259801192. Zak 1
10404 51.65713101172.31.0.2 192.168.1.100 HTTP /XML 1003 HTTP/1.1 200 OK
21281 89.47503801192.168.1.100 1723315082 HTTP /XML 339 PUT /default/calls/74555ae6-e00f-41e3-9b41-0cc ||
21331 89.68442601172.31.0.2 192.168.1.100 HTTP /XML 989 HTTP/1.1 200 OK i
25212 103.175175/192.168.1.100 723315052 HTTP /XML 339 PUT /default/calls/74555ae6-e00f-41e3-9b41-0cc
25270103.4091191172.31.0.2 192.168.1.100 HTTP /XML 989 HTTP/1.1 200 OK =
MEDITE 1NAT7 INE10A41AD 16£0 1 10NN AP GIENY TN MED Nt F 0 JAAF A1+ /-2 N r ITABEE A& ANNE A1 AD NhA
< 11 »
Header Tlength: 20 bytes -

@ Flags: 0x018 (PSH, ACK)
Window size value: 4380
[Calculated window size: 17520]
[window size scaling factor: 4]
@ Checksum: 0xa218 [validation disabled]
@ [SEQ/ACK analysis]
TCP segment data (301 bytes)
= [2 Reassembled TCP Segments (528 bytes): #10359(227), #10360(301)]
Frame: 10359, payload: 0-226 (227 bytes)] —
Frame: 10360, payload: 227-527 (301 bytes)]
[Segment count: 2]
[Reassembled TCP Tength: 528]
= Hypertext Transfer Protocol
= PUT /default/calls/74555ae6-e00f-41e3-9b41-0cdOe53ae30f?appid=app HTTP/1.1\r\n
Accept: application/xmI\r\n -

0000 00 14 bf 3f d6 57 00 24 d7 88 d8 80 08 00 45 00 LLL7WeS L E. -
10010 01 55 15 0a 40 00 80 06 76 6b cO a8 01 64 ac 1f .U..Q... vk;.ld.. -

n

0
0

Frame (355 bytes) j Reassembled TCP (528 bytes):
O\."_'I(File: "C:\Users\JHERMA~1\AppDat... |P... | Profile: Default

L =

Open Source

This article discusses one or more open source products, systems and/or releases. Dialogic is not responsible for your decision to use
open source in connection with Dialogic products (including without limitation those referred to herein), nor is Dialogic responsible for
any present or future effects such usage might have, including without limitation effects on your products, your business, or your

intellectual property rights.
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