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Overview

1. Overview

The Dialogic® BorderNet™ Virtualized Session Border Controller (SBC) is a software-only
solution created for a virtualized environment. The BorderNet Virtualized SBC supports
features such as:

e Session Routing (Static, Dynamic Policy, SIP Message-Based Routing, and so forth)

e Security Features (ALG, Rate Control, Bandwidth Reservation, Policing, and so forth)

e Networking (IPv4, IPv6, VLAN tagging, IP Routing, VLAN Default Gateway)

e Session Control (SIP Signaling, B2BUA, Offer/Answer, Peer Connectivity, IPv4-to-
IPv6 Interworking, Media Relay, and so forth)

e Transport (UDP, TCP, TLS)
e Session Transparency
e Stand-Alone and High Availability (HA) Deployment

The BorderNet Virtualized SBC is designed to operate in a hypervisor (virtual machine)
environment on compatible commercial off-the-shelf server hardware. The BorderNet
Virtualized SBC can be deployed in service provider and enterprise networks.

Intended Audience

This document is intended for system administrators who are familiar with IP networks and
virtual machine technology.

How to Use This Guide

The Dialogic® BorderNet™ Virtualized Session Border Controller Installation and Set-Up
Guide provides information you need to download, install, and set-up the BorderNet
Virtualized SBC.

The following chapters should be completed in the order presented:

e Chapter 2: Before You Begin provides prerequisite information and a checklist to
ensure you have the information you need prior to beginning the procedures in this
document.

e Chapter 3: Planning and Turn-Up provides guidance on replacing an existing SBC
with the BorderNet Virtualized SBC.

e Chapter 4: Installing the BorderNet Virtualized SBC Software provides procedures for
deploying the BorderNet Virtualized SBC Virtual Machine (VM) instance, setting up
the web-based management system, obtaining a license file, and initial
configuration.

e Chapter 5: Accessing the BorderNet Virtualized SBC WebUI provides procedures for
first-time browser access.

e Chapter 6: Configuration and Provisioning provides basic configuration and
provisioning examples to configure user access and provision traffic.
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2. Before You Begin

This chapter provides the prerequisites that must be in place before installing the BorderNet
Virtualized SBC. Use the Pre-Installation Checklist to verify you have the necessary
components prior to beginning the BorderNet Virtualized SBC installation procedures.

Note: Dialogic does not provide product or support services for VMware vSphere ESXi or
the underlying x86 hardware. The customer is responsible for:

e Providing and maintaining an x86 server(s) compatible with the VMware vSphere.

e Ensuring that the server(s) meet or exceed Dialogic’s Minimum Hardware
Requirements.

¢ Installing, configuring, and maintaining VMware vSphere ESXi (version 5.0 or later)
and the vSphere Client.

Prerequisites

The prerequisites in the following sections must be met before installing the BorderNet
Virtualized SBC:

e Minimum Hardware Requirements

e Qualified Servers

e Hypervisor Installation Requirements
e Hypervisor Logical Network Example

e License Information

Minimum Hardware Requirements

The BorderNet Virtualized SBC can be installed on an x86 server platform that is compatible
or certified with the VMware VSphere Hypervisor ESXi (version 5.0 or higher) and meets the
minimum hardware requirements below. Refer to the VMware website for a list of
compatible servers.

Category Minimum Requirement

Hypervisor VMWare vSphere ESXi version 5.0 or higher

CPU e Two (2) 64-bit CPU or One (1) 64-bit dual core
processor

e 2.4GHz or faster Intel 64 or AMD 64 processor

Note: The Itanium (1A64) processor is not supported

Memory 4GB RAM

Disk Space Minimum 40GB, with up to 2GB free disk space to
decompress the installation (OVF) archive

80GB or higher preferred
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Network Interfaces Four (4) 1GbE connections preferred
Recommended allocation includes:

e Two (2) 1GbE interfaces for signaling and media
e One (1) 1GbE interface for High Availability
e One (1) for Administration

Qualified Servers

The underlying physical servers can be any x86 hardware that is compatible with the
VMware vSphere Hypervisor.

Dialogic has tested and qualified the BorderNet Virtualized SBC on the following servers:
e Dell PowerEdge R710 and R720 Servers
e HP Proliant BL and ML series servers

Note: Dialogic does not favor or recommend any particular brand of server.

Hypervisor Installation Requirements
e The VMware ESXi hypervisor must be installed directly on top of the server.

e The server must have VMware vSphere ESXi 5 installed and fully configured prior to
installing the BorderNet Virtualized SBC.

e The VMware vSphere Client must be installed to manage the hypervisor
environment.
Sample Network Diagram

The following diagram shows an example of logical networks and subnets.
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Utility: 10.5.20.y/24

HA:192.168.100.

Traffic: 192.168.1.x /24, VM -1

198.87 .49 x/25
i (BorderNet
Virtualized SBC 1)

VM-2
(BorderNet
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Management + }
{browser) ! ¥
105.20.130 : g

2RI Vswitchd |
p Mgmt ,{}/ (Mgmt)
N/W ‘)/
Management = -

{browser)
192.168.10.143

VSphere Hosts

s
SIP/RTP SIP/RTP
Endpoints Endpoints
198 B7.49.x 182.168.1x
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A typical network design contains three separate logical networks:
1. Management
2. Standard traffic
3. HA

Note: Subnets cannot overlap.

The following figure shows an example of logical networks and subnets in Vsphere, using
virtual networking.

View: |vSphere Standard Switch

Networking
..--""gtandard Switch: vSwitch0 Remove... Properties...
DSBC Management______.---""'/ Q_ E@ vmnic0 100 Full =
Q.-
AEg

-""gtandard Switch: vSwitchl Remove... Propertes...
“G3_SBC Traffic network . @ -4—4—o B vmnic3 1000 Full 3
VLAN ID: All (4095 L.w vmnic2 1000 Full G3
-""'-.Standard Switch: vSwitch2 ‘ Remove.,. Properties...

JQ_SBC HA _ @_B No adapters

License Information

Trial and Production use of the BorderNet Virtualized SBC requires a specific License file. In
order to obtain your license file, you will need:

e The email address of the Dialogic Order Desk from which this product was procured.
e The BorderNet Virtualized SBC Order Number.

Make a note of the above information. If you do not know the Order Desk email address or
Order Number, contact your Dialogic Sales Representative.

Initial Set-Up Information

Prior to beginning the installation process, determine the initial set-up of your system.
There are two ways set-up the BorderNet Virtualized SBC:

e A Standalone system has one virtual machine instance designated as the primary
system.

e A High Availability (HA) system has two virtual machine instances where one
instance is designated as “primary” and the other instance is designated as
“secondary”.

Note: Once the designations have been made, they cannot be changed unless you
reconfigure the initial system set-up.
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uUtility IP Address

Each virtual machine instance must have its own Utility IP Address that is used for access
(for example, FTP or Telnet to the platform). The Utility IP address is fixed to the instance
and is not shared.

Note: You cannot use utility IP address to access the BorderNet Virtualized SBC WebUI.

System Management IP Address

The System Management IP Address is used to access of the BorderNet Virtualized SBC,
including WebUI access. For HA configurations, this IP Address is shared (floating) between
the primary and secondary instances.

Intertask - HA IP Address

The Intertask - HA IP Address is used for HA communication and all communication
within the BorderNet Virtualized SBC.

Note: This must be configured regardless of whether you are setting up an HA or a
Standalone System. This IP address must be from a different subnet than the System
Management IP address.
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Pre-Installation Checklist

Complete the following pre-installation checklist before beginning the BorderNet Virtualized
SBC installation procedures.

Physical Server

O Compatible with VMWare vSphere ESXi 5.0 or later.

O Meets Dialogic’'s Minimum Hardware Requirements.

O Power and Network cabling completed.

O IP Connectivity is established and all interfaces are activated.

O Adequate disk space is available for temporary storage of the BorderNet
Virtualized SBC OVF (approximately 1.6GB).

Hypervisor

O VMware vSphere 5.0 ESXi 5.0 or later is fully installed and configured.

O VMware management tool(s) installed.

O Logical networks must be created in the hypervisor environment for
Management, Session Traffic towards Public and Core networks, and HA
networks (if applicable). See the Sample Network Diagram for an example.

Initial Set-Up Information for the BorderNet Virtualized SBC

O Determine the type of initial set-up: Standalone or HA.

O Note the Utility IP Address.

O Note the System Management IP Address.

| Note the Intertask - HA IP Address

| Note the Netmask.

O Note the Gateway IP Address.

License Information

O Note the Sales Order Number or Purchase Order Number of your BorderNet
Virtualized SBC.

O Note the Platform Serial Number and License Request ID for each instance of
the system.

10
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Installing the BorderNet Virtualized SBC Software

Installing the BorderNet Virtualized SBC

Software
This chapter provides the installation instructions for the BorderNet Virtualized SBC. There
are four parts to the installation procedure:

e Downloading the .ova File

e Deploying the BorderNet Virtualized SBC VM

e Setting Up the Web-Based Management System

e Obtaining a License File

e Initial System Set-Up

Note: It will take one business day to obtain your license file. Once you have completed the
Obtaining a License File portion the instructions, stop this procedure. Do not begin the
Initial System Set-Up until you have received the license file.

Downloading the .ova File

The

BorderNet Virtualized SBC is delivered in an Open Virtualization Format (OVF),

packaged as an .ova archive. Use the following procedure to download the .ova file.

Go to http://www.dialogic.com/en/products/session-border-controllers/bordernet-
virtualized-sbc.aspx.

Dialegic cxmupnwomswe. | councr | oanmoos. [

Dgagian Border Contleig

FRODLUCTS SOLUTION SHOWCASE PURCHASE FARTHERS BERMWICE CENTER COMPARY

BorderNet™ Virtualized

By (et Wl W asli il Seomason C;E"I"‘f IG1.L B(jl -[:]FI |: Gl-} I t-\l |t—"l

B ey Controfler

Camer Class In The Cloud SBC Funchonality

getul Links

Praduct Downloddd

& .-: ware T [IIHH
informa " Fashisa Bonafiy  Spaviicatans  ocunents  Whaes Ta by P
B v £ Fendad

Pamaces or Nightmass Tho Diatogic Bordertet Widualized SBC leverages B cloud and makes nolworks gasior o
Whiat T Mocd To Fonow connpl] wiih
[ esson Yeiualizat a Carmr cass in e choud SBC Buncbindadty

,.-""F——-\ / - s Sofwars basad media handiing and Sarscosng”
ﬂ‘: N et « Rapid degloymend and low TCO

e Under the Related Links menu, select Download BorderNet Virtualized SBC.

e You will be prompted to login with your email address and password.

11
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o If you have already registered with Dialogic, enter your Email and Password
and click Login to download the .ova file.

Login

Email
ssmith@mycompany com|
Passwoed
.| -".'.'. L L L)
] Remembsr my login

aol 1y Pasawoed | Repistar

o If you have not registered with Dialogic, select Register to create a profile.
- In the Create a Profile screen, enter the required information.
- Click Register.
- Check your email; you will receive a link to activate your profile.

- Once your profile is activated, use your email address and password to
login to download the .ova file.

Create a Profile

To create a profile on dialogic.com, please fill out the Torm below. You will recelve an email after submifting this farm to verf;
yaur identity and actvale your profile. Afler your proftle has been created and activated. you will be registered to access content
specfic to your needs

| Fields marked with a red bar are requéred

FFusH!J.amE John
|Last Name Smith
| Email () _jsmll:ng.m;. campany.com

tl:‘nmpan:- Mame |My Cormpany

| Country United States v
|stateProvince  [Calfornia v
Password .
LF‘QSE#GM ARBRERRRERRRE

Confirm

Passwaord (ARERARARERERE

e Once you have downloaded the .ova file, save the file and make a note of its
location.

Deploying the BorderNet Virtualized SBC Virtual Machine

Use the following procedure to deploy the BorderNet Virtualized SBC Virtual Machine (VM)
that is contained in the .ova file.

12
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1. Open the VMWare Vsphere Client and select File > Deploy OVF Template.
2. Click the Browse button and locate the BorderNet Virtualized SBC .ova file.

k.

Y Deploy O¥F Template I_ EE®E

Source
Select the source location,

Source

CWVF Template Details
Marme and Location
[risk Format

Ready to Complete

1amberisharediEng) BN4000YQA-Builds) Yy Inst all Borderie

3. Click Next to review the OVF Template Details.

% Deploy O¥F Template

O¥F Template Details
werify OWF template details.

Source

O¥F Template Details
End User License Agreement
Marme and Location

Disk Format

Metwork Mapping

Ready to Complete

4. Click Next to review the End User License Agreement.

13
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Deploy O¥E Template E]@

End User License Agreement
Accept the end user license agreements.,

Source

CVE Template Details
End User License Agreeme

E This Agreement shall be construed and controlled by the laws in Force in the Province of Quebec, s
Marne and Location Canada with the exception of its conflict of laws rules. The United Mations Convention on Contracks
Disk Farmat for the Sale of Goods does nok apply to this Agreement.

Metwork Mapping

Risady to Complsts Miscellaneous

All vights and remedies, whether conferred hereunder or by any other instrument or law, will be
cumulative and may be exercised singularly or concurrently, Failure by either Dialogic or You ko
enforce any term will not be deemed a waiver of future enforcement of that or any other kerm.

The terms and conditions stated herein are declared to be severable, Should any termis) ar
condition{s) of this Agreement be held ko be invalid or unenforceable the validity, construction and
enfarceability of the remaining terms and conditions of this Agreement shall not be affected. ou
may not assign any rights, duties or obligations hereunder without the prior written approwval of
Dialagic and any attempt ko assign any rights, duties or obligations hereunder without Dialogic's
writken consent will be waid. It is expressly agreed that Dialogic and You are acting as independent
contrackors, These terms and conditions constitute the entire agreement between Dialogic and You
with respect to the subject matter hereof, These terms and conditions will prewvail notwithstanding
any different, conflicking or additional terms and conditions that may appear on any other
agreement between Dialogic and You, Deviations from these terms and conditions are not valid
unless agreed to in writing in advance by an authorized representative of Dialogic, Any naotice to
Dialogic under this Agresment must be sent by courier or registered mail to the atkention of
Dialogic's legal department at 6700 de la Cote-de-Liesse Road, Suite 100, Borough of Saink-Laurent,
Montreal, Quebec, Canada H4T ZBS.

ContractorfManufacturer is:
Dialogic Inc, - 1504 McCarthy Boulevard, Milpikas, CA 95035-7405, USA

This Agreement has been drafted in English at the express wish of the parties,

" "
Help | = Back [t = Cancel |

A

5. Read through the End User License Agreement and, if you agree, click Accept.
6. Click Next.

7. Enter a Name for your VM instance, or use the default BorderNet Virtualized SBC
name.

[ Deploy OVF Template BE

Name and Location
Specify a name and location For the deploved kemplate

Source Marme:
OWF Template Detsils

End Liser License Agreement
MName and Location

Drisk Farmat

Metwork Mapping

Ready to Complete

The name can contain up ko &0 characters and it must be unigue within the inventory Folder.

Help | < Back | Mext = I Cancel |

14
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8. If prompted, select the Host/Cluster to run BorderNet Virtualized SBC VM instance
and click Next.

9. Format the virtual disks:

a. Select the Datastore (storage) location for the virtual disk space required by
this VM instance.

@. Deploy OVE Template EJ@EJ

Disk Format
In which Farmat do you want ko store the virbual disks?

Source Datastore: Idatastorel
OWF Template Details
End User License Agreement .

Available space (GE): I 196.5
Mame and Location BecECh)

Disk Format
Metwork Mapping
Ready to Complete & Thick Provision Lazy Zeroed
¢ Thick Provision Eager Zeroed

€ Thin Provision

Help | < Back. | Mext = | Cancel I

b. Select the Provisioning: Thick Provision Lazy Zeroed, Thick Provision
Eager Zeroed, or Thin Provision.

Refer to the VMware vSphere ESXi and vCenter Server 5 Documentation
(www.vmware.com) for additional information.

10. Click Next to view the Network Mapping screen. The destination networks are the
ones you created during the Hypervisor installation (see the Hypervisor Logical
Network Example).

11. Use the drop-down list to connect the Source Networks to the Destination
Networks. This connects the Virtual network adapters on the BorderNet Virtualized
SBC VM (Source Networks) to the Logical Networks (Destination Networks) in your
virtualized environment.

Note: Source Networks are defined in the .ova file and automatically populated in
the Network Mapping screen.

15



Dialogic® BorderNet™ Virtualized SBC Deployment Guide

16

@ Deploy O¥E Template

MNetwork Mapping
What networks should the deploved template use?

Source

OV Template Details Map the networks used in this OWF termplate ko networks in your inventory
End User License Agresment
Marne and Location Source MNetworks = | Destination Metworks |
Disk Format . Traffic network 2 Traffic network
Network Mapping Traffic network 1 ITraFfic nietwark ﬂ
Ready ko Complete

Management netwark 40 Pebwork

Ha  Traffic ek

Description:

Session Traffic netwark 1

Help | < Back | Next = I Cancel |

A

a. Connect the Source Network labeled Management network to your
destination’s Logical Management network.

b. Connect the Source Network labeled Traffic networkl1 to your Destination’s
Session traffic network (for example, Core/Trusted network).

c. Connect the Source Network labeled Traffic network?2 to your Destination’s
Session traffic network (for example, Interconnect/Public network).

d. For HA configurations only: connect the Source Network labeled HA network
to your Destination’s logical network dedicated for network traffic between VM
instances that form the HA pair.

12. Click Next to review your deployment settings.
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7 Deploy O¥E Template

Ready to Complete
Are these the options you want to use?

?ﬁmglate Dietails When you click Finish, the deployment task will be started.
End User License Agresment | Deployment settings:
Name and Location OUF file: V\Amber|shared|Eng|BN4000LQA-BuildsiMYInstallBord. ..
Disk Format . Download size: 1.5GE
Hetwork Mapping Size on disk: 80.0GB
Ready to Complete
Marme: BorderMet Virtualized SBC
HostCluster: winca.
Datastore: datastorel
Disk provisioning: Thick Provision Lazy Zeroed
Metwork Mapping: "Traffic network 2" to "Traffic network”
Metwark Mapping: "Traffic netwark 1" ko "Traffic netwark”
Metwork Mapping: "Management network" to "YM Network!
Metwork Mapping: "HA" ko "BackZBack”

I Power on after deployment

Help | = Back. | Finish I Cancel |

13. Click Finish to complete the BorderNet Virtualized SBC Virtual Machine deployment.
The deployment may take a few minutes.

¢ Deployment Completed Successhully

Deploying Bordertet Virtualized SBC

Completed Successfully

14.When the deployment is complete, click Close.

17
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Setting Up the Web-Based Management System

After the BorderNet Virtualized SBC VM instance is deployed, use the following procedure to
access the Console and set-up your web-based management system.

1. From the vSphere Client, right-click the VM instance and select Power > Power
ON.

[ 10.5,20.50 - ¥Sphere Client

File Edit “iew Inventory Administration Plug-ine  Help
0 » &’ @ 3 E‘\W@m‘
ElF] ég-5-2°-5° BNetVSBC-cch
BM4000-YM-cc2
Gh EN4000-YM-cc3 Ry, Summary | Resource Allocation | Performance | Events | Console il 5
T ENA000VM-vinca-ol1 =
G [ENetvS
i) BNSwa| Power | Pawer [In Cir+B |
5 Borderh Guest 4 Power b3 CikE
l—ln = i“: ) ST L Suspend Llrl+.
Solarish
% S T Open Console Reset kT ual
(B WMware| (5 Edit Settings... Shut Down Guast  Ctil+D )
ES Win7 Enl Upgiade Virtual Hardware Fiestart Guest Chil+R T‘_I‘Ego'
T TI T TITA ST T L= ™l L
hdd Parmissinn TP B R s e R T e

2. From the VMware vSphere Client interface, select your virtual machine’s Console
tab. The login prompt on the Console appears.

(2] BEE]

File Edit “iew Inventory Administration Plugins  Help
o @B G kel e

B @ 1052050 BorderMet Yirtualized SBC
EI BN4000-YM-cc2

51 EN4000-YM-cc3 el d Sumnmary
) BN4000YM-vinca-SI1

Eh BMNetySEC-cce

{3 EMSwSbc-cod

{3 | BorderMet Yirtualized SEC
(s BorderNetSoftwareSBC-SI1
(3 Solarisyr1

3 SolarisyrMz

3 WMware Studio

{3 Win7 Ent Clienk

Red Hat Enterprise Linux Server release 6.3 (Santiago)
Kernel 2.6.32-279.el6.x86_64 on an xB6_64

localhost login: _

3. Enter the default user name and password:
a. At the localhost login prompt, enter sysadmin and press Enter.

b. At the password prompt, enter dialOgic (nhote that the number “10” is
embedded in the default password), and press Enter.

Note: Change the default password (dialOgic) after the initial setup is complete.

18
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%) 10.5.20.50 - vSphere Client [39]=1]E3]

File Edit “iew Inventory Administration FPlug-ins Help

m0[p @

G ﬁﬁi@:bi

o [ 10.5.2050
G EN4000-YM-cc2
Gh BN4000-YM-cc3
() BN4000YM-vinca-ST1
Gh BMetYSEC-cch
8 BMSwShe-cod
(73 | Borderlet irtualized SEC
@ BorderNetSoftwareSBC-5I1
(3 Solarisiti
@ Solarisyiz

BorderNet Yirtualized SBC

2 &

Red Hat Enterprise Linux Server release 6.3 (Santiago)
Kernel 2.6.32-279.el6.xB6_64 on an xB6_64

localhost login: sysadmin
Password:

3 ¥Mware Studio
3 Win7 Ent Client

Welcome

Setup Web Based Management system for BorderNet-SW-SBC

This script will setup the BorderNet-SW-3BC Web Based Management system
for product deployment and configuration.

Please provide NETWORKING information as prompted. Note that this information
will be used only for initial setup of the Web Based Management system and
actual product configuration will done through the BorderNet-SW-5BC

Web Based Management system.

Enter Utility IF address : _

4. Enter the Utility IP address, Netmask, and Gateway IP address information at
the command prompts. It is recommended to use the IP address from the subnet
that is accessible from your logical Management Network.

Note: This may take a few minutes. When the process is complete, you will see the
following information.

fAissigning IP address 18.2.2.187 and netmask 255.255.255.4
to the ethd interface

Adding default gateway 18.2.2.1
Setting up Web Based Management system,

This may take few minutes,
please wait

leb Based Management system is now ready for product deployment.

ficcess the Web MS at http:rr18.2.2.187~
and continue with the product deployment and configuration.

5. Using a different PC or virtual machine instance, open a browser and use the IP
address configured above to access the BorderNet Virtualized SBC WebUI (for
example, https://10.2.2.107).This will connect to the BorderNet Virtualized SBC
Deployment GUI.

The web-based management system set-up is complete.

Obtaining a License File

Use the following procedure to obtain a License file.

19


https://10.2.2.107/�

Dialogic® BorderNet™ Virtualized SBC Deployment Guide

Prerequisites
Before beginning the procedure, have the following information available:
e Your sales order number or purchase order number.

e A work email address at your company’s work domain.

e You must have loaded the BorderNet Virtualized SBC on your server and have the

following information from the installation:
o Platform Serial Number
0 License Request ID
0 Platform Serial Number 2 (for HA systems only)

0 License Request ID Number 2 (for HA systems only)

Use the following procedure to obtain the Platform Serial Number and License Request ID.

1. From the vSphere Client, right-click your BorderNet Virtualized SBC VM instance and

select Power > Power ON.

2. From a PC or VM, open a browser and enter the Utility IP Address to access the
web-based management interface (this can be accessed from any laptop that can

access the management network).

3. If a message appears indicating that the certificate is untrusted, choose Continue.

The certificate for the BorderNet Virtualized SBC will be made trusted in a
subsequent procedure.

The initial deployment screen appears:

Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License Request D : AFSFBF233D863BECTE08F2559BFCCEEDR 44D3CB1C46885369551FB8CEGCAE4B37

Provide following information to complete the deployment

Depioyment ype: TR |

4. Copy the Platform Serial Number and License Request ID and paste that
information into a text or other file.
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Procedure
Use the following procedure to obtain a License file.

1. Open a browser window and go to http://www.dialogic.com/en/license/virtualized-
sbc.aspx to open the BorderNet Virtualized SBC License Generation screen.

BorderNet Virtualized SBC License Generation

Thank you for your arder for the Borderiet Virtualized SBC. Before preceding you make sure you have campleted the following prerequisites:

1. You must have your sales order number or purchase arder number.
2. Foryour security, you must have a work email address at your company work domain.
3. You must have loaded the BorderMet Virtualized SBC on your server and have the following information from the installation:
1. Platform Serial Number
2. License RequestID
3. Platform Serial Number 2*
4. License RequestID 2*

* For HA systems only.

If you are not able to locate your sales order please contact your sales person. If you are not able to get the platform serial number or license request ID please contact
support.

Sales Order Number | |

-of-

Purchase Order Number | |

Load License Info

2. Enter the Sales Order Number or Purchase Order Number.
3. Click Load License Info.

4. Follow the screen instructions to obtain your license file(s).

Initial System Set-Up

Select the appropriate procedure to set-up your BorderNet Virtualized SBC:
e Configuring a Standalone System
e Configuring a High Availability System

Configuring a Standalone System

1. From the vSphere Client, right-click your BorderNet Virtualized SBC VM instance and
select Power > Power ON.

2. Open a browser window and use the Utility IP Address to access the web-based
management interface.

3. If a message appears indicating that the certificate is untrusted, choose Continue.
The certificate for the BorderNet Virtualized SBC will be made trusted in a
subsequent procedure.

4. Use a PC/virtual machine or laptop with a web browser that can reach the utility IP
address to start the deployment process.

5. Select Standalone for the Deployment Type.
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Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License Request ID : AFSFBF238D863BECTG08F2559BFCCHESD 44D3CE1C46885360551FBBCEGCEG4B3T

Provide following information to complete the deployment

Deployment Type:  ETERNN] |

6. Select Primary as the Designated Role.

Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number: V2477033402
License Request ID : AFSFBF238D363BECTE08F2559BFCCGES 44D3CE1C45885369551FB3CEGCE64B37

Provide following information to complete the deployment

Deployment Type : Standalone E

Designated Role : Primary

License File: Browse...

7. Click the Browse button and select the license file.
8. Click OK.
9. Enter the Primary Platform Details:

a. Platform Host Name, which can be any alpha-numeric entry (such as
VSBCO01).

Utility IP

Netmask

Gateway IP

System Management IP

Inter-Task/HA-Link IP. This must be configured regardless of whether you
are setting up an HA or a Standalone System. This IP address must be from a
different subnet than the System Management IP address.

"o oo T
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Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License Request ID : AFOFBF238D863BECTE08F2559BFCCEES 44D3CB1C46885369551FB8CERBCE4B37

Provide following information to complete the deployment
License file validated.

Deployment Type : Standalone |Z|

Designated Role :  Primary

Enter Primary Platform Details
Platform Hostname :
Utility 1P :
Metmask : 24 E
Gateway IP :
System Management IP :
Inter-Task/HA-Link IP : 192.168.200.100

Inter-Task/HA-Link Netmask : |24 [~]

Start Deployment

10. Click Start Deployment.

11.Once the deployment is complete, the following screen appears:

Deployment completed.

The system is now going down for
reboot.

Launch the GUI using Management IP
address once the system is up.

You can now use the System Management IP Address to access the BorderNet
Virtualized SBC WebUI.

Note: You must be on the same subnet as the System Management IP Address to access
the Management Interface.
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Configuring a High Availability System
For High Availability (HA) configurations, you will:

e Deploy the primary virtual instance (see Deploying the BorderNet Virtualized SBC
Virtual Machine).

e Connect the secondary instance to the primary instance on the HA network (refer to
the Hypervisor Logical Network Example).

e Ensure the primary instance is up and running.
e Deploy the secondary instance.
Use the following procedure to configure an HA system.

1. From the vSphere Client, right-click your BorderNet Virtualized SBC VM instance and
select Power > Power ON.

2. Open a browser window and use the Utility IP Address to access the web-based
management interface.

3. If a message appears indicating that the certificate is untrusted, choose Continue.
The certificate for the BorderNet Virtualized SBC will be made trusted in a
subsequent procedure.

4. From the System Deployment screen, select HA for the Deployment Type.

Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License Request ID : AFOFBF232D263BECTH08F2559BF CCEES 44D3CB1C46885360551FBECERCE64B37

Provide following information to complete the deployment

Deployment Type : Select E ]

5. Select Primary for the Designated Role.

Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License RequestID : AFSFEF233D863BECTG08F2559BFCCAES 44D3CEB1C46885369551FBECEGCEG4BIT

Provide following information to complete the deployment

Deployment Type: 7SN~

Designated Role : Select |Z|

6. Click the Browse button and select the license file.

Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License Request ID : AF9FBF238D863BECTG08F2559BFCCEES 44D3CE1C46885309551FE8CEGCAG4B37

Provide following information to complete the deployment

Deployment Type : HA |Z|
Designated Role: [T~
License File: Browse...
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7. Click OK.
8. Enter the Primary Platform Details:
a. Platform Host Name, which can be any alpha-numeric entry
Utility IP
Netmask
Gateway IP
System Management IP

"o o0 T

Inter-Task/HA-Link IP for each virtual instance on the same HA network.
This IP address must be from a different subnet than the System
Management IP address.

g. Select the Inter-Task/HA-Link Netmask from the drop-down list.

Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License Request ID : AFOFBF238D863BECTE0SF2559BFCCEES 44D3CE1C46885360551FBESCERCS64B37

Provide following information to complete the deployment
License file validated.

Deployment Type : HA |z|

Designated Role : Primary |Z|

Enter Primary Platform Details
Platform Hostname :
Utility IP :
Netmask : 24 |Z|
Gateway IP :
System Management IP :
Inter-Task/HA-Link IP : 192.168.200.100

Inter-Task/HA-Link Netmask : 24 |Z|

Enter Secondary Platform Details
Hostname :
Utility 1P :

Inter-Task/HA-Link IP : 192.168.200.101

Start Deployment

9. Click Start Deployment.
10. Once the deployment is complete, the following screen appears:
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Deployment completed.

The system is now going down for
reboot.

Launch the GUI using Management IP
address once the system is up.

11.From a browser window, use the Utility IP Address to access the web-based
management interface for the secondary BorderNet Virtualized SBC.

12. Select HA for the Deployment Type.
Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License RequestID : AFOFBF238D863BECTE08F2559BFCCEES 44D3CE1C46885369551FBSCERCSB4B3T

Provide Tollowing information to complete the deployment

Deployment Type : Select |Z| ]

13. Select Secondary for the Designated Role.

Welcome to BorderNet SBC (v3.2.0-018d ) System Deployment

Platform Serial Number : V2477033402
License Request D : AFOFBF238D863BECTE08F2559BF CCEES 44D3CB1C456885360551FBSCERCSE4B37

Provide following information to complete the deployment

Deptoyment Type : [N~

Designated Role : Select |Z|

14. Enter the Inter-Task/HA-Link IP for the current (secondary) platform.
15. Select the Inter-Task/HA-Link Netmask from the drop-down list.
16. Enter the Inter-Task/HA-Link IP for the primary platform.

Note: You must provide a unique Inter-Task/HA-Link IP for each virtual instance on
the same HA network.
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'ment
Platform Serial Number : V2477033402
License RequestID: AFIFEF238D3863BECT608F2559BFCCGES 44D3CEB1C45885360551FESCERCEG4BIT
Provide following information to complete the deployment
Deployment Type @ HA |E|
Designated Role : | AN~

Note: Before starting this platform deployment, make sure that primary platform is up and connected to this platform on HA link.
Following information is used to connect to primary platform. Make sure to provide correct IP's and netmask.

Inter-Task/HA-Link IP for this

platform : 192.165.200.101

Inter-Task/HA-Link Netmask : 24

Inter-Task/HA-Link IP for
primary platform :

Start Deployment

192.168.200.100

17.Click Start Deployment.

You can now use the System Management IP Address to access the BorderNet
Virtualized SBC WebUI.

Note: You must be on the same subnet as the System Management IP Address to access
the Management Interface.

Changing the BorderNet Virtualized SBC System Configuration
Redeploy the BorderNet Virtualized SBC to change the basic system configuration, such as:

System management IP address

HA link IP address

Utility IP address

Converting a standalone to an HA system (and vice versa)

Caution: Redeployment requires a system restart, which could be traffic-affecting. For a
live system, only perform redeployment during a maintenance window.

Guidelines

You must have System Manager privileges to redeploy a system, and the redeployment
screen can only be accessed from the System Management WebUI (using the System
Management IP address). Redeployment does not affect the system configuration and
provisioning data.

For HA configurations only:

Existing data on the chosen primary platform is retained.

Both the primary and secondary platform must be redeployed.

Redeploy the primary platform before the secondary platform.

The primary platform must be running and connected to secondary platform when
you redeploy the secondary platform.
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Procedure
The following procedure provides an example of a redeployment.
1. From System menu, select Administration > Deployment to access the System
Deployment Information screen.
System Deployment Information

Platform Serial Number : V2477033402
License Request ID : AF9FBF238D863BECTE08F2559EF CCAES 44D3CE1C46885369551FBBCERCEG4B3T

Deployment Type : HA

Designated Role : Primary

Active Platform Details
Hostname : vebcO1
Utility IP: 10.2.2.105
Netmask : 24
Gateway IP: 10221
System ManagementIP : 10.2.2.106
Inter-Task/HA-Link IP :  192.165.200.105

Inter-Task/HA-Link Netmask : 21

Standby Platform Details
Hostname : vsbc02
Utility IP = 10.2.2.107

Inter-Task/HA-Link IP :  192.163.200.107

Redeploy

2. Click Redeploy to edit the values. The following screen appears:
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System Deployment Information

Platform Serial Number : V2477033402

License Request ID : AFOFBF233D263BECTG08F2559BFCCGES 44D3CEB1C46885369551FBACEGCAG4B3T
Deployment Type : HA |Z|
Designated Role : Primary E
License File: Browse.__.

Primary Platform Details
Hostname :  vsbcOd
Utility IP : 10.2.2.105
Netmask : 24 E
Gateway IP : 10221
System Management IP : 10.2.2106
Inter-Task/HA-Link IP : 192.168.200.105

Inter-Task/HA-Link Netmask : |21 ]

Secondary Platform Details
Hostname :  vsbc02
Utility 1P : 10.2.2.107

Inter-Task/HA-Link IP : 192 1658 200107

= =3

3. Make the desired changes and click Start.
4. Once the redeployment is complete, the following screen appears:

Deployment completed.

The system is now going down for
reboot.

Launch the GUI using Management IP
address once the system is up.
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4. Accessing the BorderNet Virtualized SBC WebUI

After the installation and deployment are complete, the BorderNet Virtualized SBC can be
accessed via a web browser. The following web browsers are supported:

e Internet Explorer 8 and above
e Mozilla Firefox 5 and above

Note: For first-time access, the host running the browser must be in the same
subnet as the BorderNet Virtualized SBC System Management IP address.

First-Time Access
Use the following procedure to access to the BorderNet Virtualized SBC.
1. Enter the System Management IP Address into a browser.
Note: All http:// requests are automatically redirected to https:// requests.

2. If a message appears indicating that the certificate is untrusted (below), choose
Continue to this website. The certificate for the BorderNet Virtualized SBC will be
made trusted in a subsequent procedure.

-.i""_\“ e
'g) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server,

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.

& Continue to this website (not recommended).

@ More information

3. Login as the system administrator. For the initial login, the username is
sysmanager, and the password is SYSMGR.

Username: sysmanager
Password: [ITITY]

Submit Reset

Forgot Login / Password ?
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4. The BorderNet Virtualized SBC Dashboard screen appears.

Session Capacity Seszions per second
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5. From the System drop-down menu, select User Management > Change

Password.
System May 29, 2013 (5 06:4,
IP Configuration Adrministration
+ Ethernet Paort v Systemn Services
+ Ethermnet Link + Systemn Information
» WLAN Interface » License
v |Pv4 Route v SMMP Trap Managers
v IPvE Route + Email Configuration
User Management + BOR Configuration
v Change Password + 3DR Custornization

The Change Password screen appears.
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Change Password

Current Passwaord:

Mew Password:

Confirm New Passwaord:

6. Enter SYSMGR in the Current Password field.
7. Enter a new password in the New Password and Confirm New Password fields.
8. Click Save.

The initial login is complete.

Note: To enable a browser from a different subnet to access the BorderNet Virtualized SBC,
that subnet must be added to the Access Control List (ACL). See “User-Defined ACLS” in the
Dialogic® BorderNet Virtualized SBC Configuration and Provisioning Guide for instructions
on creating ACLs.

Making Certificates Trusted

When the BorderNet Virtualized SBC URL is initially entered into a browser, a security
warning appears about the certificate. This warning occurs because the BorderNet
Virtualized SBC contains a self-signed digital certificate.

The BorderNet Virtualized SBC URL must be added to the browser as a trusted, secure site
to resolve the certificate error. The procedure you follow depends on which browser you are
using:

¢ Internet Explorer

e Mozilla Firefox

Internet Explorer
For Internet Explorer 9, first add the URL to Trusted Sites and then install the certificate.

For Internet Explorer 8, proceed directly to installing the certificate.

Adding the URL to Trusted Sites

Use the following procedure to add the BorderNet Virtualized SBC URL to Trusted Sites.
1. Open a browser window.
2. From the main menu, select Tools > Internet Options > Security.

3. Select Trusted Sites.
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4. Click the Sites button. The Trusted Sites dialog box appears.

5. Enter the BorderNet Virtualized SBC web URL into the Add this website to the

zone: field.
Click Add.

Click Close. Proceed to the Installing the Certificate procedure.

Accessing the BorderNet Virtualized SBC WebUI

. Internet Options EJ E| 1

| General | Security | Privacy | Content || Connections | Programs | Advanced |

Select a zone to viewic_h_ange security Eettings.

@ € v'0

| Internet Local intranet gl Restricted |

sites

Trusted sites
f This zone contains websites that you

W trust not to damage your computer ar
wour files,
Yfou have websites in this zone,

Security level For this zone

Custom
Custom settings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

[ Custaom level. .. H Default level ]

[ Reset all zones to default level ]

[ OK ] [ Cancel

Trusted sites ®

4" ou can add and remove websites From this zone, All websites in
i this zone will use the zone's security settings.

Add this website ko the zone:

Websites:

Require server verification (https:) for all sites in this zone

Close
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Installing the Certificate
1. Enter the BorderNet Virtualized SBC URL into the Internet Explorer browser.
2. Select Continue to this website.

3. Click the security icon next to the Certificate Error, and then select View
Certificates at the bottom of the screen.

It Certficate Errar

ks

l‘@" Untrusted Certificate
-

The security certificate presented by this
weebsite was not issued by a trusted
certificate authority,

This prablerm might indicate an attempt to
foolyou orintercept any data you send to
the server,

We recornmend that ywou close this webpage,

About certificate errors

Wiewy certificates

The Certificate information screen appears.

Certificate

General | Details | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  10.3.1.164

Issued by: 10.3.1.164

valid from 12/20/2011 to 12{17/2021

Install Certificate. .

4. Verify that the Certificate Information is issued to the BorderNet Virtualized SBC IP
address.

5. Click Install Certificate.
6. Click OK. The Certificate Import Wizard screen appears.
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Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and certificate revacation lists from your disk ko a
certificate stare.

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used to pratect data or to establish secure netwark
connections. & certificate stare is the system area where
certificates are kept.

To continue, click Mext,

7. Click Next. The Certificate Store screen appears.

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Gertifiate starer

‘Windows can automatically select a certificate store, or you can specify a location Far
(%) Aukomatically select the certficate store based on the bype of cettificate

() Place all certificates in the following store

< Back ” Mext = ][ Cancel

8. From the Certificate Store, select Automatically select the certificate based on

the type of certificate.

9. Click Next. The Completing the Certificate Import Wizard screen appears.

LCertificate Import

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Impart
wizard,
‘You have specified the Following settings:

Certificate Store Selected  Automatically determined by b
Content Certificate

< Back ” Finish ][ Cancel
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10. Click Finish. A Security Warning appears.
g

't “r'ou are about to ingtall a certificate from a certification authority [CA) claiming to represent:
= 10.31.164

Windows cannot validate that the certificate iz actually from "10.3.1.164". You should confirm itz origin by contacting "10.3.1.164". The following number
will azzist you in this process:

Thumbprint [shal): 9545E97E BSCAGE 39 7IEBIE42 B2B5C274 3EDC34CE
Warning:
IF you install this root certificate, Windows will automatipall}l trust any certificate izsued by this CA. Instaling a certificate with an unconfirmed thumbprint i a

zecurity rigk. [F you click "ves" pou acknowledge this risk.

Do pou want to install this certificate?

11.Click Yes to save the certificate.

The BorderNet Virtualized SBC security certificate will now work with Internet Explorer as a
trusted site.

Mozilla Firefox

Use the following procedure to add the BorderNet Virtualized SBC URL to the Mozilla Firefox
Exception List.

1. Open a browser window and enter the BorderNet Virtualized SBC URL. The following
warning appears:

0w This Connection is Untrusted

v Al “f'ou have asked Firefox to connect securely to 10.3.1.166, but we can't confirm that your connection

is seCUNe.

Mormally, when pou ty to connect securely, sites will present tusted identification to prove that vou are
going to the right place. However, this site's identity can't be verified.

What Should | Do?

If yau uzually connect to this site withaut problems, this eror could mean that someone is tying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

| Understand the Risks

2. Select 1 Understand the Risks.

| Understand the Risks

If you understand what's going on, vou can tell Firefos to start trusting this site's identification. Even if
you trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reazon why thiz site doesn't uge trusted
identification.

Add Exception
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3. Click Add Exception. The Add Security Exception window appears.

( Add Security Exception

“fou are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not azk you to do this.

Server

Location:

| | Gt Certificate

Cerificate Status

Thiz site attempts to identify itself with invalid information.

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

Pemanently store this exception

LConfirm Security Exception ] [ Cancel

4. Verify that the Permanently store this exception box is checked.

5. Click Confirm Security Exception.

The BorderNet Virtualized SBC security certificate is permanently stored with Mozilla FireFox
as a trusted certificate, and the BorderNet Virtualized SBC login screen appears.
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5.

Configuration and Provisioning

Once the initial login is complete, the BorderNet Virtualized SBC can be configured for user
access and provisioned for carrying traffic. In order enable traffic turn-up, the following
steps need to be followed:

1.
2.
3.
4.
5.

Create VLANS.

Create SIP interfaces.

Create SIP peers.

Associate interfaces to peers.

Create static routes.

Refer to the Dialogic® BorderNet Virtualized SBC Configuration and Provisioning Guide for
additional information and procedures for each of these steps.
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